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Preface

The purpose of this study was to develop an Air Force Logistics

Command (AFLC) commercial off-the-shelf (COTS) computer resources

acquisition and support policy which addresses the unique aspects of

_macaging and supporting commercial items. In lieu of the traditional DOD

development process, high level interests in reducing weapon system

acquisition costs has generated an increased emphasis in using

commercially available -quipment and software. Although COTS intially has

many potential upfront advantages, numerous supportability and

maintainability disadvantages may not be getting enough attention during

system acquisitions. Consequently, if support planning does not

adequately address the unique requirements of waintaining commercial

items, life cycle costs may actually increase rather than decrease.
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r."xport, advice, and time. I would also like to thank Mr Daniel Kvenvold
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spent innumerable hours on my behalf and on many nights must have felt

like a single parent.
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Abstract

The purpose or this thesis was to improve the AFLC commercial

off-the-shelf (COTS) mission critical computer resources (lCCR)

acquisLtion and support strategy. A review of current service and command

regul;Ltions pertaining to the management and support of mission critical,

autoriated data processing (ADP), and nondevelopmental (NDI) commercial

off-the-shelf (COTS) computer resources, plus recently-completed studies

on this topic (e.g., AFLC studies and GAO reports) was used to identify

the advantages and disadvantages of procuring and suppoiting COTS computer

resources. A review of the AFLCR 800-21 commercial off-the-shelf (COTS)

policy revealed the s3pport approach for COTS computer resources vias

simil~r to the support strategy used for military specified (MIL-SPEC)

equipment and did not address the unique supportability requirements

associated with commercial and commercial-type computer resources.

Using the problems noted in the AFLCR 800-21 review, a list of

critical supportability issues was developed, focusing mainly on the

availability of commercial contractor logistics support. The review of

the Air Force, Army, and Navy regulations revealed a number of innovative

management and support policies whic., could be used to resolve the

critical supportability issues.

Based on the results of the regulation analysis and recommended

changes submitted by the AFLC Air Logistics Centers, the policy was

revised to emphasize decentralization of COTS computer resources

management and commercial contractor logistics support.
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MANAGEMENT AND SUPPORT OF COMMERCIAL OFF-THE-SHELF (COTS)

COMPUTER RESOURCES USED IN WEAPON SYSTEM APPLICATIONS

I. Overview

Introduction

The Directorate of Reliability, Maintainability, and Technology

Policy at Headquarters Air Force Logistics Command (HQ AFLC/MMT),

Wright-Patterson AFB, Ohio, is responsible for developing AFLC management

and support policy for general purpose comercial off-the-shelf (COTS)

computer resources used in Air Force Tapon systems.. An increasing number

of Air Force weapon systems are being fielded .ith computer resources

consisting mostly of gengral purpose automati- data processing (ADP)

equipment and software. Due to rapid changes in electronic technology

(i.e., technology obsolescence), the computer equipment used in these

systems will typically have a supportability life span ranging from five

to seven years (6:10). Many of Lhese computers will go out of production

before or shortly after the weapon system is fielded. Since Air Force

purchases account for only a relatively small portion of the commercial

b market, the Air Force does not have the purchaoing leverage to keep these

production lines open. Furthermore, many ADPE manufacturers claim

proprietorship of the engineering data needed to organically support these

computer systems (6:12). The:efore, when a produict line is discontinued,

the engineering data needed to develop a second source (i.e., for

1



reprocurement) is either unobtainable or only available at an exorbitant

price.

Specific Problem

The DOD spends hundreds of millions of dollars annually on ADP

equipment and software support (60:A-30). 1n many cases the policies and

strategies for managing and maintaining identical equipment are

considerably different between services, between commands, and even within

comands. MIT is interested in reducing support costs by improving the

current support concept. The focus of this research will be a comparative

analysis of the current MKT support policy to the support policies of the

other services and commands. This comparison will focus on weapon system

com•'ercial off-the-shelf computer resources supportability.

Investigative Questions

As a minimum, the following investigative questions will need to be

answered:

1. What is MMT's current approach for managing commercial
off-the-shelf computer resourzes?

2. What are the advantages and disadvantages of various ADP policies
including item management, system management, leasing equipment, owning
equipment, organic maintenance, and contractor maintenance for general
purpose ADP?

3. What are the ADP support strategies of other services?

4. What are the ADP support strategies being used by other Air Force
commands?

0 5. How does HlT's policy compare to the policies covering support
fcr information systems ADPE (e.g., AFR 700 series regulations)?

6. What changes should be made to lMT's policy?

2



Scope

The focus of this study is directed at impreving the support policy

of general purpose commercial off-the-shelf computer systems used in

weapon system applications. Since the 1970's the Air Force management and

support responsibilities for ADP have been split. The general purpose

computers uaed in weapon system applications, along with computers

designed to military specifications, have been managed as embedded

computer systems (i.e., iutegral to a weapon system) under the AFR 800

series regulations. All other ADP is managed according to the AFR 700

(previously 300) series regulations as information system resources. In

order to draw a reasonable analogy between the general purpose embedded

computers and information system ADP, this study will focus on large

mainframe systems as opposed to microcomputers. The rationale is that a

significant ntmber of general purpose embedded computers could be

categorized as large mainframe systems and few, if any, microcomputers

would be managed as embedded computers.

Two points needs further clarification. First, it should be noted

that, although many other commercial products may or may not have similar

supportability problems, this study solely addresses computer resources

support. Secondly, although not usually interchangeable, the terms COTS,

FSG-70, ADPE, and NDI within the context of this thesis are used

interchangeably and refer to commercial off-the-shelf computer resources.

Literature Review

Within the last decade, general purpose commercial computers have

increasingly been incorporated into weapon systems. In the early.1970's

Lhe DOD mandated that general purpose commercial off-the-shelf computers

3



commercial computers have allowed versatility and cost effective

performance not previously available from militarized versions designed

for operational environments. They have also provided significant ccit

savings by using commercially available data rather than using expensive

MIL-SPEC data, which can cost more than the computer system it is intended

to .upport (6:1).

The requirements for AD? within the DOD coiatinue to rise. In June

1984, the Joint Logistics Commanders published the following ADP budget

data (Table I) in their Proceedings from the Workshop on Post Deployment

Software Support.[60:A26].

Table I

DOD ADP Budget and Z Growth ($ Billions) (60:A26)

FY 80" 81 82 83 84 85 86 87 88 89 90

DOD ADP
BUDGET 2.6 2.83 3.17 3.56 3.99 4.48 5.00 5.61 6.26 6.99 7.81

ZGROWTH
PER YR 12.6 8.8 12.0 12.3 12.1 12.3 11.6 12.2 11.6 11.7 11.7

In recent years the DOD has been criticized for cost overruns in

defense system acquisitions. ADP acquisition and, to a lesser extent,

support costs have become frequent targets of congressional and audit

agency inquiries of fraud, waste, and abuse. One of the major

recommedations made by the President's Blue Ribbon Commission on Defense

Management was to expand the use of commercial products. rather than

develop items under military specifications.

4
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DOD should make greater use of components, systems, and
services available "off the shelf." It should develop new or
custom-made items on1y when it has been established that those
readily available are clearly inadequate to meet military
requirements [68:23].

The Commission further recommended that program managers be required

to get a waiver before using a product made from military specifications,

if a commercial counterpart was available (68:24).

Clearly the the push from outside the DOD, and the movement within

the DOD, is to increase the use of commercial items. But this raises the

question, "What steps are being taken to control the proliferation of ADP

and to ensure its supportability?"

History of Regulatory Environment. ADP acquisition and support is

tightly regulated at all levels of management. In 1965, the Brooks Bill,

Public Law 89-306, established a government-wide program to ensure the

efficient and economical acquisition and support of ADP resources. Under

the Brooks Bill, the Office of Management and Budget (ONB) was given

responsibility for fiscal and policy control for all ADP management

(31:1). The bill also gave the General Servites Administration (GSA)

operational responsibility for coordinating a government-wide ADP

management program as well as the authority to acquire ADP for other

agencies (31:2). The bill also directed GSA to establish a

government-wide ý-,-mputer inventory and fiscal data repository so that

prior to an acquisition, alternative acquisition options could be assessed

to ensure that the most economical acquisition was being made. Therefore,

prior to acquiring ADP by purchase or lease, all agencies were required to

first determine whether their needs could be met by sharing already

installed ADP or using excess ADP.
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Within the Air Force and prior to 1975, all management authority for

ADP was assigned to thý' Director of Computer Resources under the direction

of the Comptroller of the Air Force (HQ USAF/AC) (22:1). This authority

was assigned by the Secretary of the Air Force and exercised under the AFR

300 series regulations. Under these policies, each command designated a

Command ADP Program Single Manager to provide the Commander a

representative for monitoring, controlling, and reporting on all ADP

regardless of application (52:1).

With the release rf AFR 800-14 in September 1975, considerable

confusion arose over the acquisition and supl3rt of & embedded

computer systems. There was apparent conflict between Al .800-14 ard AFR

300-2 because ADP used in weapon systems was excluded from AFR. 300-2

policy (77:1). The ADP single manager concept remained in effect under

AYR 800-14, but confusion existed over the role of the ADP single manager

with respect to AFR 800 series acquisitions. Since AYR 300-2 did not

recognize the existence of Air Force computer resources to be managed

under AFR 800-14, the problem arose as to the extent that AFR 300-2

applied to embedded ADP computers and the scope of the approval authority

of the ADP single manager (77:1). Within AFLC, the Materiel Management

(MM) managers of embedded ADP perceived the Comptroller (AC) ADP single

manager as having the authority to prevent HK actions, without having the

responsibility to accomplish the N0 mission (77:1).

Problems with dual lines of acquisition and management authority,

overlapping policies and procedures, two requirements processes, and two

sets of procurement regulations for ADP were not unique to AFLC or the Air

Force. Because of varied interpretations of DOD and service level

guidance, the AFLC policy for acquiring and supporting ADP became very

S. • '.6



confusing (77:1). The embedded computer system managers argued that the

AFR 300 series acquisition process required three years for the entire

approval cycle, where local procurements took only a few months for

completion of the approval. Adding in the time for procurement and system

development, the feeling was that a support system could be obsolete

before it became operational (77:2). A second disadvantage cited was an

inability of the M embedded computer manager to be responsive to the

needs of the operational user. Due to the slower AFR 300 series

acquisition process, modifications and upgrades were delayed while waiting

on acquisition approvals (77;2).

In 1979, the Joint Logistics Comanders (JLC) took action to ensure

that ADP for embedded computer resources for defense systems were managed

consistently and in accordance with the Brooks Act and Title 10 U.S. Code,

which governs system acquisitions (77:9). To do this the JLC used the

results of a study on the impact of PL 89-306 on defense system

acquisitions to initiate changes to the DOD Directive 5000.29, Management

of Computer Resources in Major Defense Systems. The study found that

"within the context of the Brooks Bill and in conformance with GSA rules,

redundant approval and acquisition channels could be eliminated" (77:10).

In the fall 1981, Senator Warner successfully sponsored an amendment

to the FY 82 DOD Authorization Act (PL 97-86) which amended the Brooks

Bill in order to streamline the procurement process for ADP associated

with several critical national security missions (23:1). This amendment

(i.e., 10 US Code 2315 Section 908) exempted ADP resources and services

for intelligence systems, crytological systems related to national

security, command and control systems, ADP which was an integral part of a

weapon system, and systems critical to the direct fulfillment of military

7



or intelligence missions from the provisions of tha Brooks Bill. Tt also

directed that DOD ADP acquisitions be in accordance with normal DOD

acquisition procedures (78:1). The Senate Armed Services Committee report

on the DOD FY 82 Authorization Act stated that the intentioL of Congress

in enacting Section 908 was that critical defense missions identified in

the amendment should be 'wholly relieved of the barriers to efficient ADP

procurement that had developed under the Brooks Bill" (79:1). The

Committee further stated that ADP procurements for the exempted systems

should be:

pursued by the Department of Defense free from interference

from non-DOD Federal agencies. Similarly, Congress intended that
procurements made in support of such critical military missions, for

example, specialized mission-related logistic support systems, be
exempted in the same manner as are the activities they support

The DOD-Wide Guidelines For Acquiring Computer Resources under the

Warner amendment further directed that all other general purpose computer

resources not specifically exempted by the amendment, but requiring a

designation as "mission critical" would be submitted to a Defense Computer

Resources Board for review and approval under the procedures established

by that board (80:1).

Following the enactment of FL 97-86, on 1 October 1982 the Secretary

of the Air Force reissued Secretary of the Air Forck Order 560.1 to revise

the policies, authorities, and responsibilities for managing the

Information Systems Management Program (56:2). The revisid order assigned

the management responsibility and acquisition authority for both exempt

and non-exempt systems (weapon systems excluded) to the Assistant

Secretary of the Air Force (Financial Management). The implementation

responsibility for the order was assigned to HQ USAF/AC so that systems

8



exampted under PL 97-86, except for 'hose litegral to a weapon system,

were reinstated to a dual management and policy structure that was

eliminated by the Warner Amendment and the Office of the Secretary of

Defense (OSD) implementing guidance (56:2).

In June of 1983, the management of Communication-Electronics systems

and Data Automation were merged into the single management category of

information systems. HQ USAF/SI (Assistant Chief of Staff for

Information) was formed; and the AFR 100- and 300-series regulations were

replaced by a new APR 700-series (31:2).

Recognizing the need to address the regulatory relationship of the

dual management and policy structures, APR 700-1, 2 March 1984, provided

the following clarification between AFR 700 and AFR 800 series ADP

acquisitions:

The AFR 700-series provides the policies and procedures for
implementing these responsibilities except for the acquisition phase
of those information systems and information systems resources
ecquired using the AFR 800-series. For these-exceptions, a program
management directive (PMD) will be prepared and issued according to
AFR 800-2. When non-embedded information systems or information
system resources that are subsystems of a larger system, are to be
acquired under APR 800-series, the following policies will be
included as program guidance in the PMD: [21:Atch 1].

Inputs required in the program guidance include: requirements

processing; source selectf.on authority, program direction and management

oversight, standards, and operation and management to be performed under

either the AFR 700- or 800-series regulations (21:Atch 1).

Similarly, AFR 800-14, Lifecycle Management of Computer Resources in

Systems, 29 September 1986, states that computer resources managed under

the AFR 800 series regulations are subject tc the policies of 700-series

only to the extent of program direction and AFR 800-14 policy guidance

(20: 1).

S. . .. . .. . . . . .. - - .. . • mI . . . " I ° 9



Conclusion

The acquisition and support of ADP has been an issue for over 20

years. Although many policy changes have taken place, at all leveis of

command, the dual acquisition and management process remains. Within AFLC

the checkal and balances of this dual management process are still being

clarified.
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I.•

II. Background

What is Commercial Off-the-Shelf (COTS)?

In June of 1986, the President's Blue Ribbon Commission on Defense

Kanagement (i.e., Packard Coummission) recoumended that the DOD increase

its use of commercial equipment for military requirements. The specific

recommendation vas that "rather than relying cu excessively rigle military

specifications, DOD should make greater use of components, systems and

services available 'off-the-shelf.' It should develop new or custom-made

items only when it has been established ttlt those readily available are

clearly inadequate to meet military requirements" (64:3). To implement

this recommendation Congress amended Chapter 137 of Title 10, United

States Code Section 2325 to direct the Secretary of Defense to ensure to

the maximum extent practicable [81:184]:

(1) requirements of the Department of Defense with respect
to a procurement of supplies are stated in terms of -

(a) functions to be performed;

(b) performance required; or
(c) essential physical characteristics;

(2) such requirements are defined so that nondevelopmental
items may be procured to fulfill such requirements; and

(3) such requirements are fulfilled through the procurement

of nondevelopmental items.

Subsequently, the DOD cancelled and then reissued DoD Directive

5000.37 to implement the amended law and establish policies and

responsibilities for the acquisition and support of nondevelopmental items

(NDI) (12:1).

11



Definition of Commercial Off-the-Shelf

The term S•DI is very broad and covers a range of equipment and

materials that are available from a variety of sources with little or no

development effort required by the government. A noadeveloplental item is

defined as [81:184]:

(1) Any item of supply that is available in the commercial
marketplace;

(2) Any previously-develol 4d item of supply that is in use
by a department or agency of the United States, a state or
local government, or a foreign government with which the
Unitsd States has a mutual defense cooperation agreement;

(3) Any item of supply described in paragraph (1) or (2)
that requires only minor modification in order to meet the
requirements of the procuring agency;

(4) Any item of supply that is currently beinj produced
that does not meet the requirements of paragraph (1), (2),
or (3) solely because the item -

a. Is' not yet in use; or

b. Is not yet available in the commercial marketplace.

Clearly the terms nondevalopmental item and comer:ial off-the-shelf

item are not same. Commercial off-the-shelf !.tems are a subset of NDI ana

one of sevtral categories of commercial items (see Figure 1). A

commercial item is one that is developed and used for other than

government purposes; sold to thc public in the course of normal business

and used unchanged when acquired by the government. ALthough there are

several categories oZ conaercial items, by strict definition the terms

commercial item and comercial off-the-shelf az* synonymous. This has

created a problem in that the label COTS is now erroneously be 4 n$ applVed

to any non-MIL-SPEC item. This includes many items not found in the

public marketplace 2;2:4). One of the major problems in providing the

support for commercial items is this Seneralization of the term COTS. The

12



failure to distinguish between commercial categories during acquisition

ignores tka the unique support requirements of each category.

. •ipito the strict definition of a comercial item as COTS; in

reality, the commercial designation cin be divided into four different

cass*s. The first class is "best comwcrctal practices". In this case,

te goverument has a requiremert for a peculiar item which allows for the

sa of a less rugged or non-NIL-SPIC eesign approach. The contractor usee

parts and design practices which will withstand typical civilian use, but

probably would not withstand battlefield conditions. Typically this

aethod of developmeat is loes expensive than the classical KIL-SPEC

approach. The second class of commercial items are "custom products."

These products are militarized anti semi-militarised items designed by

industry at their own expense. By selecting these products, the

government obtains MIL-SPEC hardware wirthout having to sponsor or wait for

itv design. The government typically doesn't get design stability or

control, but usually gets vendor cooperation since the military is

essentially the only customer. The third class of comircial items is

"cormercial-type." These items originate as COTS, but either through

in.tial modification or failure to incorporate vendor updates the

coumercidl design no longer is compatibie with the commercial marketplace.

COTS designs, especially computers, when embedded in a weapon system

frequently transfer over to this category. The fourth and final class of

commercial items Is COTS. COTS are vendor design-controlled items which

muse be purchased, used, and updated in military systems in exactly the

same way as for commercial customers (72:6).

In summary, an awareness of the differences in commercial classes is

essential during acquisition to ensure an item's support concept is

13



aligned with the governments ability to control that item's design.

Procurement decisions should be made in light of the trade-off between

long-term support risk and acquisition cost. As stated above, it is not

uncommon for Co'"S coaputers to cross over to the commercial type

designation. Frequently when the COTS computers decision is based only on

the initial cost savings, the savings recognixed during the acquisition

are nullified by Increased support costs when an item crosses over to the

"comaercial-type" designation (72:4).

HI MIL - SPEC

MILITARCIED BEST COML

GOVT- NOT
C MIUTARIZED CbSTCM PRODUCT
0$ C3ML- JUST
T FOR GOVI" COML - TYPE

COML - USED
AS IS

LOW SUPPORT RISK HI

Figure 1. The Commercial Spectrum (4:5)
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APLC FSG-70 Hanagement

Prior to 1973 all computers managed by AFLC were identified in

Federal Supply Group (FSG) 74 (Office Machines) and all five AFLC Air

Logistics Centers were involved in the management and support of computer

resources (6:4). On 23 November 1973, a new Federal Suppiy Group, FSG-70,

was created and Warner Robins ALC (WR-ALC) was given AFLC's first and

still only technology grouping mission assignment. Historically,

management responsibility within AFLC has been assigned on a system or

item management level; but, at that time, AFLC Regulation 523-1.49 assigned

Technolu~y Grouping (Management) responsibilities for Federal Supply Group

(FSG) 70 to WR-ALC (52:1). The regulation appointed WR-ALC as the single

AFLC manager for FSG-70 and prohibited FSG-70 items from being management

coaed (i.e., Materiel Management Aggregation Coded) to other item and

system managers. This assignment designated WR-ALC as the AFLC agency

responsible for performing the contral procurement, engineering support,

and distribution for the 1i supply classes of FSG-70 general purpose

computer resources. This group includes the supply classes listed in

Table II.

Significant confusion ensued the new mission assignment due to the

previous involvement of the other ALCs. In May 1974, HQ APLC issued an

exclusion which allowed the current ALC managers to retain management of

previously cataloged FSG-74 and other management coded computers, but

after that date all new FSG-70 items were to be managed at WR-ALC without

mauagement codes assigned.
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1'4

Conclusion

The policy covering the management and support of commercial

off-the-shelf FSG-70 has been revised several times since WR-ALC was

assigued as the PSG-70 technology manager in 1973. Changes in computer

technology and increasing support requirements have lead the comimand to

seek a policy which can meet the increased demands for commercial computer

support, as well as, the unique support requirements called for when

supporting comercial itema.

Appendix B is the AFLC COTS policy taken from Chapter 7 of AFLCR

800-21. It is included both as a baseline for identifying and analysing

the problems that initiated the requirement for this thesis and as a point

of departure for developing a new AFLC policy.
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Table II

p FSG-70 Supply Classes (23:39)

Class Number Class Name

(1) -7010 - ADPE System Configuration

(2) 7020 - ADP Central Processing Unit (CPU, Computer), Analog

(3) 7021 - ADP Central Processing Unit (CPU, Computer), Digital

(4) 7022 - ADP Central Processing Unit (CPU, Computer), Hybrid

(5) 7025 - ADP Input/Output and Storage Devices

(6) 7030 - ADP Software

(7) 7035 - AD? Support Equipment

(8) 7040 - Punched Card Equipment

(9) 7042 - Mini and Micro Computer Control Devices

(10) 7045 - AD? Supplies

(11) 7050 - ADP Components
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III. Method,)logy

In order to answer the investigative questions pertaining to this

research problem, the author gathered the current service and command

regulations pertaining to the management and support of mission critical,

automated data processing (ADP), and nondevelopmental (NDI) commercial

off-the-shelf (COTS) computer resources, plus recently-completed studies

on this topic (e.g., AFLC studies and GAO reports). These reports and

studies were then be used to identify and examine some of te advantages

and disadvantages of procuring and supporting COTS. Next, the commercial

off-the-shelf (COTS) policy in AFLCR 800-21 was reviewed to determine what

problems this policy did not resoJve for the AFLC managers and maintainers

of COTS. The criteria for identifying an area as a "problem" was based on

the advantages and disadvantages identified, past Air Logistics Center's

comments concerning commercial off-the-shelf computer resources support,

and the results of several studies investigating the acquisition and

support methodologies for DOD commercial items.

After reviewing the problems with the AFLCR 800-21 policy, a modified

MMT policy was sent to each of the AFLC Air Logistics Centers (ALC) with a

request for recommended changes. The policy was sent to the ALC Mission

Critical Computer Resources (MCCR) focal point at each ALC for staffing

within that particular ALC.

Using the problems noted in the APT-.CR 800-21 review, a list of

critical issues was developed. These issues represented the minimum

topics to be addressed in the new proposed policy. Next, the applicable

service and command regulations were reviewed in search of innovative

18
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management and support policies which could be used to resolve the

critical issues.

After the policies were obtained, pertinent information was extracted

from each and following a review of other studies and reports pertvining

to COTS management, a list of advantageous management and support concepts

was developed. An approach was determined to be advantageous based on the

author's experience.

Using the results from the analysis of regulatory policy, COTS

management and support reports and studies, and the comments for

recommended changes generated by the ALCs, the MW policy was revised and

resubmitted to the ALCs for a final review and comments. The results of

the second review were analyzed and suggested changes to the proposed

policy were identified.

Methodology Outline

The outline used to accomplish the research is as follows:

1. Computer resources focal points in other commands and services

were identified. The author relied on the focal points' experience and

j udgment to identify all the regulations pertaining to this study. If

possible more than one representative per service and command was

contacted in order to be able to compare their inputs. If the inputs were

relatively the same, it was assumed that the necessary regulations were

identified.

2. Management and support policies were gathered for: Air Force (AFR

800 & AFR 700-series), Army, Navy, AVLC (AFLCR 800 & 700-series), Air

Force Communications Command (AFCC), Tactical Air Command (TAC), Strategic

Air Command (SAC), and Air Force S4ace Commnd (AFSPACECOM). AFCC was
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chosen because they are the parent command for the AFR 700-series

regulations. TAC, SAC, and AFSPACECOM were chosen because of their

significant use of large mainframe commercial computers in command and

control and tactical warning systems (AFR 800-series applications) as well

as numerous AFR 700-series systems.

3. The current MK(T FSG-70 policy was sent to the ALC MCCR focal

points and comments and recommended changes were requested.

4. Other related studies were gathered: GAO reports, Air Force

Audit Reports, functional management reports, General Services

Administration regulatiois, DOD Directives and Instructions, public laws,

nondevelopmental item studies, briefings, letters, etc.

5. Using the related studies, a list of potential advantages and

disadvantages of procuring and supporting COTS computar resources was

developed.

6. Problems with the current policy identified from the review of

recently completed reports and studies were summarized.

7. A list of critical COTS support issues was develored.

8. Pertinent policy information pertaining to the critical COTS

support issues and other related COTS maintenance and management topics

was extracted from service, command, and AFLC regulations.

9. COTS policy and support issues were extracted from past ALC's

comments and related reports pertaining to the MT FSG-70 policy.

10. The policies and procedures extracted from the regulations and

the related reports and studiei' were used as the "recommended approach"

for acquiring and supporting commercial off-the-shelf computer resources.

1.1. The "recommended approach" list and the comments received from

the ALCs was used to develop a new MKT COTS policy.
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12. The policy was revised and resubmitted to the ALCs for comments

and recommendations.

13. The second set of comments were evaluated and outstanding issues

were resolved.

14. AFLC/NWT plans to implement the new policy in AFLCR 800-21 and is

proposing that the new policy be used for developing a joint AFLC/AFSC

COTS computer resources regulation.

Conclusion

The most significant problem in this study was #-he problem of

turnaround time involved in staffing the comments at the ALCs. A second.

but less serious problem was ensuring that all the necessary regulations

were found in order to make a valid comparison of the policies.

2I
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IV. Research Observations

This chapter is organized into five basic sections. Section one

examines advantages and disadvantages to using commercial off-the-shelf

computers. Section two presents a list of critical management and support

issues and identifies existing'service, command, and AFLC innovative

policies and techniques for resolving these issues. Section three is a

follow-on to the support strategies and findings of section two and

presents inforuation from recently completed reports, studies, and Air

Logistics Center's commnts. Section four lists the "recommended support

approach." Finally, section five presents the proposed new FSG-70 policy.
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Section I: Analyzing The Facets of COTS

Since 1979, annual budgeted procurement and support costs for

embedded computers (i.e., typically MIL-SPEC) have beeu running at the

multi-billion dollar level and increasing by approximately 80% per year

(60:A-40). The DOD is constantly seeking to reduce these costs by using

commercially available computers when it is in the government's best

interest in terms of life-cycle cost, system capability, supportability,

time, and risk.

Unlike many decisions, the decision to use of COTS in a weapon system

application is not always clear. A number of factors need to be weighed

when considering the use of commercial computers in lieu of the

traditional DOD development process. The same considerations required for

the traditional process are also applicable to COTS, but rathcr than

setting the requirements and influencing the design, the government

examines a fixed set of design considerations to determine what changes

and resources are necessary to make the item suitable for weapon system

applications. This section will identify and examine some of the

potential advantages and disadvantages of using COTS computers in weapon

system applications.

Advantages. It is probably not an unrealistic assumption to predict

a rather rapid increase in the use COTS computers due Lo the increased

Congressional emphasis to "go commercial." It is easy to understand the

rationale for this increased emphasis by examining the four key areas of

risk for any acquisition program manager: cost, schedule, performance, and

supportability. When properly identified and planned for, COTS offers
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several up-front advantages which can significantly reduce these risks

(30:6):

a. Current & Advancing Technology

b. Market-Based Pricing

c. Up-Front Product Identification & Pricing

d. Proven Performance & Reliability

e. Reduced Acquisition Time & Cost

f. Existing Support Structure

Current & Advancing Technology. Military applications can take

advantage of the latest technology innovations that the civilian

marketplace can offer. Technology advances in the. computer and

x ro-electronics markets are rapidly decreasing hardware costs and

increasing computing performance.

Market-Based Pricing. Since the government is procuring

items directly "off-the-shelf" it can be assured of a fair and reasonable

price based on the normal competition of the open market.

Up-Front Product Identification & Pricing. Two of the

majoi -:sk areas listed above are performance and cost. When buying COTS,

both the performance and cost are known. There is no risk of cost

overruno ince the product either clearly meets performance requirements

or it - not.

Proven Performance & Reliability. Open market economics is

probably the main factor ensuring product performance and reliability. To

survive and ena~tre continued acceptance in the computer marketplace,

private industry first verifies technical and operational performance

requirements. In many cases, industry offers warranties (often renewable)
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of performance and also performs the same component level analyses as

those used for traditional DOD developments (e.g., logistics support

analysis, life-cycle cost, repair level analysis, reliability &

maintainability analysts) (76:2).

Reduced Acquisition Time & Cost. An important advantage of

* procuring COTS for military applications is the shorten time to field the

system. Procurement times are reduced, due in part, to fewer DOD testing

requirements as a result of manufacturer's previously accomplished testing

(75:6-1). Assuming COTS computers are used without modification and are

operated in the same environment for which they were designed, acquisition

costs may be reduced by relying on manufacturer--'upplied test and item

history data (75:6-1). Also, COTS reduces or eliminates research and

development costs, engineering data development costs, and the need for

technical manual preparation.

Existing Support Structure. In some cases, an entire

logistics infrasturcture exists for supporting COTS when the COTS

computers are not modified during acqaisition. Depending on the support

concept chosen for the operational system, COTS equipment and software can

be maintained through a flexible range of support options. Options range

from total government support to total contractor support -where the

government contracts for both organizational and depot level maintenance.

Total contractor support can eliminate or reduce (8:13):

1. The need for provisioning (no stock, store, & issue of spares).
Contractor furnishes spares on a cost reimbursement basis;

2. The use of MIL-SPEC Technical Orders cost. Contractor acquires,
and up'ates all technical data;

3. Manpower requirements and training costs; a-ad
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4. Depot activation costs.

When sparee are needed historical usage data may significantly aid in

the prediction of initial provisioning requirements and related support

equipment (75:7-7). Other potential advantages include (7:22):

I. Assured maintenance of latest hardware and software
configurations. Manufacturer subscription and licensing services are
available to ensure that the users of COTS hardware and softwae are
notified of vendor upgrades to their systems.

2. Decreased response tin. (support personnel can be on-site or
on-call as often as 24 hours pev day 7 days a week).

3. Contract can provide for operational system effectiveness level
whereby the contractor is penalized for an equipment availability rate
below a contracted threshold.

4. Third party maintenance is available for computer manufacturers
that control a substantial share of the computer market (IBM, DEC, etc).
This allows maintenance Ltontracts to be competed, avoiding potential
problems that may arise with a sole source contract to the original
equipment manufacturer.

5. The Air Force may be able to realize some additinnal maintenance
cost savings by taking advantage of COTS economies of scale. For
instance, since WR-ALC/MKI is the item manager for weapon system FSG-70,
rather than contract on a site-by-site basis for COTS maintenance support,
a singla multi-site maintenance contract covering a vendors (e.g., IBM)
equipment and software might be possible.

COTS hardware and software acquisitions can reduce program costs,

shorten the time to field an operational systea, capture state-of-the-art

technology, and reduce program risk (75:11). In terms of support, COTS

can mean reduced cost when existing commercial maintenance facilities

replace or supplement existing organic maintenance facilities.

Furthermore, COTS can reduce personnel, training, and documentation costs

(75:7-5). Basically, COTS acquisitions can provide an accelerated

alternative to what is viewed as a lengthy and expensive MIL-SPIC

development and support process.

Disadvantages. Decision makers need to clearly understand that the
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major advantage of using COTS for weapon system applications is

essentially its major disudvantage. "Because the government didn't fund

and wait for the design effort, we can get an advanced product cheaper and

faster than if we had. However, for that same reason we have no legal

right to know how the contractor or vendor designed the item, nor can we

control changes to that design" [72:7]. This is a key point. The

majoristy of the advantages listed above for using COTS only pertain to the

acquisition component of life-cycle cost; which typically comprises only

33 percent of a system's life-cycle cost (29:3).

Most of the logistics advantages listed above are based on the

assumption that the COTS hardware and software are used unmodified, in the

same environment as it was designed for, and maintained by contractor

personnel. For weapon system applications these conditions are usually

the exception, not the rule. Air Force operating comands have made it

clear that, "on-site contractor support at deployed locations and a

support policy based on the shipment of systems back to manufacturer

support facilities will not satisfy wartime minicu needs" (45:1).

Planning, establishing, and maintaining logistics support is often

the most difficult aspect .#f using COTS for military applications.

Historically the decision to acquire commercial hardware and software may

have been made without completely understanding why certain data and

control mechanisms obtained through traditional development processes are

needed by the government to support the operational system. As stated

above, the logistics support concept must addreri the system's operational

euvironment, the organizational maintenance concept. and the type of

hardware and software to be supported (i.e., COTS vs commercial-type).
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Prior to making the decision to acquire COTS, program managers need to

address its potential problems. Several potential disadvantages are

identified and discussed below (6:11):

a. Acquisition (obsolescence & proliferation).

b. Configuration control (contractor vs government change control).

c. Availability of data & data rights

d. Availability of technical orders

e. Provisioning

f. Depot level maintenance

Acquisition. In order to remain competitive in the rapidly

changing computer marketplace, computer manufacturer's are driven by

market pressures to upgrade and introduce new product lines. By choosing

to "go with COTS" the government accepts the risk of total vendor

configuratiou control below the fore, fit, and function level. Tbhi means

the vendor may rthange any internal part or design as long *s the form,

fit, or function of the COTS remains the same (72:14).

Hnst COTS computers used in weapon system applications are acquired

separately and embedded in the veapon system or configured with NIL-SPEC

equipment and software and used as an integral part of a system. Because

the government has design control ovye NIL-SPEC weapon systems, many have

been maintained and upgraded from the orLginal design. It is not uncommon

for these systeam to have service lifes of 20 years or more (72:19).

Although COTS may allow for lover initial costs, support problems are

significantly increased when COTS computers, with a market life of 3 to 5

years, remain in the DOD inventory for 10 to 20 years (64:5). Support

costs for COTS can skyrocket as computer vendors go out of business,
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vendors discontinue product lines, manufacturers no longer produce parts,

or system designs are altered.

As the weapon eystwm ages contractor design changes have been known

".o no longer work in the system. If a contractor generated design change

to A pare part results in a noninterchangeable item, the government has

thrbe a"Lernatives (72:20);

i. %odify the computer system to incorporate the change;

b. buy "life-of-type" spares of the old revision and program funds

to replace the existing computer system; or

c. freeze the old revision as a government "special" item and

support the item as commercial-type hardware and software.

Over the past 10 years the cost of computer hardware has declined due

to technological advances, while application software has continued to

rise. Whin a COTS computer no longer meets mission needs, the government

must decide between upgrading to a larger compatible system or converting

to another manufacturer's system. If the government acquires a new system

from the same manufacturer on a sole source basis, other manufacturers are

denied the opportunity to compete. On the other hand, the government may

face substantial effort, costs, and operational disruptions to convert the

application software and change to a new system. Millions of dollars can

be spent on a single weapon system by trying to convert to a new computer

system (32:1).

Configuration Control. As already stated, "because the

government didn't fund and wait for the design effort, we can get an

advanced product cheaper and faster than if we had. However, for that

same reason we have no legal right to know how the contractor or vendor
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designed the item, nor can we control changes to that design" (72:7).

Thus the configuration of CorS below the form, fit, and function level is

dictated by the contractor. This leaves the governmant with the three

options listed above. Either continually modify the weapon system to keep

the COTS comercially compatible or freeze the computer system baseline.

From a supporters perspective neither alternative Is very desireable.

Since the contractor controls the configuration of COTS, the governmeOt

manager does not have visibility into the design stability of the current

configuration or the budget lead time to program funds for unanticipated

contractor generated engineering change orders. If the government decide.

to freeze the COTS baseline, the COTS becomes a "system peculiar" item

(i.e., comercial-type), which jeopardizes the compatability of future

vendor upgrades and/or voids existiag licenses and subscription services

(8:12).

In an ideal situation, configuration control of a COTS computec would

be vested ia the weapon system's system manager. Air Force supported COTS

computers typically have four agencies sharing responsibility for

configuration management: the weapon system program muaager, the FSG-70

item manager, the weapon system operating command configuration authority,

and the COTS vendor. The Air Force re-eives notification of vendor

changes by maintaining a service bulletin subscription. It should be

noted that not all vendors offer this service or are responsive to mission

needs (62:1; 82:1). The bulletins are sent directly to the system users

who must review and determi~ne if the revisions are applicable to their

system. Site commanders are usually delegated the authority to initiate

or reject implementation of revisions. Some sites may request
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modification, others may feel it is not necessary. Since the operating

command determines what system capability will meet mission requirements

and the contractor controls the configuration of the COTS, it is extremely

difficult for AELC managers to maintain con~figuration control (6:23).

p Data & Data Rights. Technical data for weapon system logistics

support includes specifications, drawings, technical manuals, calibration

procedures and other data required to procure, manufacture, test and

inspect, perform preventive maintenance, and operate an item or its parts

(75:7-8). Contractors are entitled to limited data rights on hardware

items and restricted data rights on software developed at private expense.

* The military's need to acquire, maintain, and in some cases enhance

state-of-the-art COTS computer technology developed with private funds Are

not always compatible with the private developer's need to protect its

investment int its proprietary technology (63:11.). Consequently, developer

support may, in many cases, be the most cost effectivc, efficient means of

maintaining the computer system, but frequently military W-ssion needs

require the military to retain an organic support capability.

Additionally, the Competition in Contracting Act tends to limit developer

support and increase the use of third party support contractors. However,

developers are reluctant to license privately developed tools and

documentation to third party support contractors without being able to

negotiate license terms directly with such contractors.

For many systems, war planning and surge requirements necessitate a

maintenance concept at least partially reliant on organic support. The

impact of insufficient data is greatest when the decision is made to go

organic or modify COTS. In either case, it is not business as usual.
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Regulations require the identification of engineering data and

specifications when processing a purchase request (6:24). Not having data

also impairs competitive procurements because contractual procedures

require it to be available.

Technical Orders. Air Force technical orders for COTS are

usu~lly contractor repair manuals which were written for a factory trained

specialist who does not need detailed instructions for repairing an item.

Depot level maintainers can probably do without NIL-SPEC technical orders

and repair manuals, but blue-suit organizational level maintainers

typically need more detail to provide maintenance and repair. Often, due

to lack of configuration control and poor adequacy reviews during

acquisition, technical data is not kept current with the vendor's latest

improvements. Also, follow on buys of equipment frequently have design

changes without new technical information or spares provisioning being

considered (1:1).

Provisioning. The initial provisioning for logistics support

for military systems normally takes place during the production phase of

the weapon system acquisition life-cycle. Systems developed using the

traditional DOD development process usually have enough time during the

production phaee to accomodate provisioning conferences, technical data

reviews, and National Stock Number assignments (64:5). However, the

schedule of a COTS acquisition may be so accelerated that the time

required to complete the provisioning could very well delay the deployment

of the system.

The later the decision to use COTS is made in the acquisition

life-cycle, the less chance there is that logistics considerations can be

32



fully addressed. On the other hand, the earlier the COTS decision is made

the greater the chance that production configurations vill differ due to

vendor design changes during the weapon system's production run. A COTS

computer acquisition may shorten the schedule for one element of the

weapon system, but given a commercial life-e'pan of 3-5 years, the COTS

computer can be expected to become obsolete about the end of the weapon

system's production (6:22).

Mnother area of concern, which can lead to proliferation, is

developer part number screening. Commercial developers assign discrete

part numbers to each component in their equipment; in many cases, against

a prime contractor's part number or a partial vendor number (6:23). This

is their internal part number and the part number listed in their

technical manuals. This makes the commercial developer a sole source when

the'government neede to provision spare parts for repair. The Defense

Logistics Services Center performs item entry and control reviews to

determine whether or not items already in the inventory are available to

support new systems, but the success of these reviews is limited because

the technical information needed to perform the reviews is not available

in the quantity or quality needed to perform an effective search (64:21).

Depot Level Maintenance. The prime disadvantage of contract

maintenance is the non-availability of the contractor in a wartime

scenario (9:39). Even in peacetime, "contractors refuse to contract with

the Air Force because of governmental red tape" (7:13]. Since the Air

Force only represents 3-5 percent of the computer industries' total

business, developers refuse Air Force data reporting requirements and

often will not permit government quality or DCAS personnel in their plants
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(6:25). General Services Administration (GSA) co~ntracts are preferred by

industry; however, these contracts are frequently inadequate because these

contracts don't guarantee a response time for emergency depot repair

requirements. Also, GSA contracts do not provide overseas coverage and

frequently have a 30-75 day lapse of coverage at the end of each fiscal

year (7:13).

In summary, the use of COTS hardware and software as an alternative

to the traditional P1) development process can result in reduced program

costs, state-of-the-art hardware and s~oftware technology, a shorter time

to field operational equipment, and an overall lower program risk. The

advantages of COTS tend to be up-front or acquisition oriented. If the

COTS is modified or used in an environment different than that for which

it was designed, the up-front advantages can quickly pale against

skyrocketing support costs.

The effective employment of COTS requires support planners to rethink

the traditional support approaches used for HIL-SPIC items. "With COTS we

shoUld expect to take what we get and do little to change or maintain it

ourselves" (72:7). Given that 60-70 percent of a system's life-cycle

costs are support cost, the decision to use COTS should only be made after

a thorough analysis of the support trade-off s.
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Section II• Policy Evaluations

The Shortfall of AFLCR 800-21 FSG-70 Policy. Inherent in the

decision to "go with commercial off-the-shelf" is the decision to "not go

with traditional support." In fact, the decision to develop an organic

depot-level logistic and maintenance capability directly conflicts with

the advantages of an existing commercially available maintenance aud

support infrastructure. An examination of the AFLCR 800-21 FSG-70 policy

clearly shows the policy is written as a "business as usual" traditional

support policy (Appendix B).

During the planning for support that takes place during a system

acquisition, it is absolutely essential that commercial computer resources

are correctly identified and arrangements are made to maintain the

computer's configuration at ths vendor's latest revision level throughout

the system's life-cycle. As written, the AFLCR 800-21 policy does little

to take advantage of commercial support opportunities and, in many cases,

requires engineering support, testing, and documentation requirements

which would not normally be possible or available from most vendors.

Section I of this chapter identified a number of hindrances involved

with developing and maintaining support for commercial and commercial-type

computer resources. Topics such as item manager and system manager

configuration managemput problems, data availability and data rights, and

the use of commercial manuals vis-a-vis.MIL-SPEC technical orders are not

addressed in AFLCR 800-21.

Recognition of these basic shortfalls is the first step in developing

a new policy. Using the information presented in Section I, an initial i
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list of "critical issues" pertaining to commercial computer acquisition

and support can now be made. These "critical issues" will serve as an

initial list of items that must be addressed or clarified in a new AFLC

0OTS policy. A new policy will need to:

a. Distinguish between commercial and commercial-type computer

resourceo;

b. Avoid the trap of trying to manage COTS as traditionally

developed HIL-SPEC items and take advantage of the existing support

infrastructure available for commercial items;

c. Emphasize the importance of early planning during acquisition;

d. Recommend strategies for provisioning for government ownership of

spares, obtaining the necessary engineering and technical data, data

rights, and maintenance manuals;

e. Address configuration management difficulties between the

government and vendors, and within the government between item managers,

system managers, and ADPE managers (i.e., AFR 700 series regulations);

f. Suggest techniques for managing and replacing obsolete computer

resources;

g. Handle the transfer of commercial off-the-shelf computer

resources to commercial-type computer resources;

h. Suggest testing guidelines for accepting a new acquisition and

incorporating a vendor's field change orders or engineering change orders;

and

i. Clarify the options of contractor support and the policy for

recompeting it.

Given that these issues represent the minimum set topics which need
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to be resolved in the new policy, this list can now serve as a guide for

reviewing existing policy documents. The remainder of this section will

focus cn and present the current policies and management approaches, from

both inside and outside the DOD, for supporting commercial off-the-shelf

computer resources. Although the thrust of this review is to identify

innovative policies that will resolve the issues identified above, the

policies presented obviously will not be limited to the issues already

identified, since these are only a subset of all the commercial

off-the-shelf issues to be addressed.

Air Force, Army, and Mavy Policies.

Air Force Policy. The Air Force has two different series of

regulations that poteutially could be used to acquire and support the same

commercial off-the-shelf computer resources. APR 800-14 applies to the

acquisition and support of computer resources integral to or in support of

a weapon system and the AFR 700 series regulations pertain to the

acquisition and support of information resources (20:1; 21:1).

AFR 800-14-addresses the following issues (20:1,10):

a. Computer resources managed under this regulation are subject to

the policies in 700-series publications only to the extent specified in

program direction.

b. The design configuration of the COTS computer hardware and

software is controlled by commercial zarkets and independent contractor

and vendor actions rather than by the Air Force.

c. Include COTS deliverables in Logistics Support Analysis (LSA).

d. Documentation must be sufficient for life-cycle operation and
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support but need not be in accordance with military documentation

standards.

e. Supported at the vendor's latett revision level, unless upgrades

will adversely impact operational capability.

f. Competitive commercial practices will he used to the maximum

extent possible when supportinj COTS resources. For COTS resources in

systems with a life-cycle greater than 5 years, recompetition of support

contracts must be considered.

g. If covtractor logtstics support (CLS) is used, acquire the

appropriate documentation and data rights (options to escrow or purchase

proprietary informar-'on) which will allow the government to support the

system in the event CLS becomes infeasible.

h. Mlaintain and acquire the appropriate licensing and subscription

services throughout the life of the system.

1. COTS should not be altered so as to preclude CLS or void

licensing and subscription services.

J. The supporting command will evaluate the system operation& And

logistics impacts of changes due to subscription upgrades.

The AFR 700. dies regulations -ire notably different than the AYR

800-series regulations in their clear absence of an Integrated Logistics

Support (ILS) planning process. This is understandable, since aost of

these systems are operated unmodified and in the same environment for

which they were designed. Therefore, contract logistics support and

maintenance are almost r red.

The AFR IUU-serie" regulations address the following issues:

a. Nonembedded information systems and information systems resources
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acquired under the APR 800-series will normally be operated and managed as

outlined in the AFR 700-series, unless the information system resources

are an integral part of, or used to provide dedicated and direct support

to a weapon system (21:4).

b. ADPE will not be acquired from commercial sources until it is

determined that the requirement cannot be met through the.ADPE

reutilization program ut a greater savings to the government. The program

manager must use the automated ADPE reutilization management system to

screen all ADPE requirements (17:16).

c. Identifies the requirements for obtaining a Mission Critical

Computer Resources (MCC&) designation and states that an MCCR designation

removes the requirement for a Delegation of Procurement (18:10).

d. Several other sources of supply for ADPE exist. Third-party

vendors purchase new or used equipment for the purpose of entering into

long-term lease arranguents with users. Original equipment manufacturer's

usually amortize their equipment in 2 to 4 years of lecse payments but

third party vendors can amortize over a much longer period. Plug-in

compatibles are another option. Some vendors manufacturer and sell ADPE

components that are compatible in all respects to high-demand components

manufactured by other vendors. The manufacturers of these components then

lease or sell their components at less cost than replacement components

(18:8).

Army Policy. The Army acquires and plans logistics support for

military commercial off-the-shelf computer resources under the policies

and guidelines set-up for nondevelopmental items. Army policy states that

all ADPE (embedded or stand-alone) planned for acquisition and issue to
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combat, combat support, and combat service support units, and considered

as wartime mission material will be subject to management and support

through the standard military supply and maintenance system (wholesale and

retail) (25:35).

Army integrated logistics support, computer resources, maintenance

management, and material acquisition regulations were reviewed. The

essence of the following policies and practices should be included in a

new policy:

a. Planning for logistics support is given a very strong emphasis.

Before the Milestone I decision tLe acquisition manager must perform a

market survey which assesses the support potential for the manufacturer's

design and technical support base including publica4ion support, warranty

provisions and constraints, world-wide parts network, user training

support capabilities, and LSA and LSAI capabilities (24:22; 46:C-2; 48:1).

b. Three categories of NDI exist which are compatible with the

definition of commercial. Category A is off-the-shelf items used in the

same environment for which they were designed. Category B is modified

off-the-shelf items modified to work in a different environment than that

for which it was designed. Category C involves a dedicated RBD effort to

integrate existing componentry (47:17.2).

c. To minimize testing, maximum use should be made of existing data

sources (e.g., cosrcial teating, user data, and independent evaluation.

agencies).

d. The Market Investigation is a feasibility analysis used as a

preliminary tool for determining whether an NDI is a viable option or not.
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Issues that need to be considered in a Market Investigation are

(47:17-21):

1. Will off-the-shelf producto need to be modified to satisfy

operational requirements?

2. Are off-the-shelf products sufficiently transportable in

their operational configuration in the theater of operation?

3. Are there suitable products available in sufficient

quantities to meet requirements in both peacetime and wartime without

unique or separate production runs?

4. Are there support systems, including parts and backup

capabilities, that satisfy needs for the life of the system? If not, is a

one-time buy of support a viable option?

5. Whut is the extent of competition?

6. Will commercial standards and warranties meet the system's

operational, environmental, and maintenance requirements?

7.. Are commercial training, operating, and maintenance manuals

available and-can they be made available for review?

8. Do vendors have a good product and support history? Does the

vendor have a history of providing continued parts inventories or

production for phased-out models?

9. What configuration management controls exist and are they

adequate? What is the average time between model changes?

10. Are commercial distribution chaunneals available and adequate

to satisfy requirements in part or in whole?

11. Is the vendor employing reliability, availability, and

maintainability design aod test disciplines? To wehat degree do they
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compare to design and test discplines normally required for equipment used

in the intended environment?

12. What is the status of the technical data package describing

the vendor's product? To what extent do proprietary rights apply?

13. How long has the product been produced by the manufacturer?

14. Does vendor testing adequately address the intended military

environment or icz additional testing necessary to to determine or verify

maintenance skill requirements, training requirements, transportability

issues, and the use of standard support and test equipment?

a. Maintenance and support concepts used in peacetime should be

compatible with wartime approach (11:58).

f. Data rights are not always available or for sale. It is

deeireable to avoid the potential high-cost of life-cycle sole source

suppliers. Where practicable, a reprocurement data package should be

contracted for as part of the acquisition effort.

NM Policy.. The Navy, like the Army, includes commrcial

off-the-shelf computer resources under the acquisition and support

policies of NDI, but unlike the Air Force and Army, the Navy appears to

have been more successful in curtailing off-the-shelf computer resources

proliferation by establishing a standard embedded computer resources

program. "By 1970, it was clear that the proliferation of various digital

computers, peripherals, and displays in these systems would have to be

controlled in the interest of efficiency in logistics, training,

reliability and maintainability, configuration control, system

interoperability, and software support" (41:ES-1). Recognizing the high

cost of rewriting application software, the Navy has attempted to develop
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standardisad hardware that will be upwardly c.ompatible and facilitate the

introduction of state-of-the-art technology advances (26:2). j
In addition to the Air Force and Army policies already listed, the

Navy's handbook for acquiring and supporting NDI suggests the following:

a. If a commercial item has been altered or modified through a

contract specification, or if the planned usage is different from its

commercial usage, the warranty language may need to be altered (75:4-5).

b. The government should seek contract clauses to require the vendor

to provide the data rights after a specified period or in the event of a

significant configuration change (75:4-7).

c. Alternative supply methods (75:7-7):

1. Manufacturers provide storage and distribution of spares and

repair parts.

2. Prime system contractors provide supply support.

3. Life-of-type procurement of all repair parts maintained and

distributed outside of the military supply system.

AMr Force KAJCOK Policy. The policies of four other Air Force

commands were reviewed to assess whether their COTS support concepts would

either introduce a new requirement for the AFLC depot-level maintenance

approach or contain policy or procedures that should be included in the

AFLC policy. The four commands were: Air Force Communications Command

(AFCC), Air Force Space Command (AFSPACECON), Strategic Air Command (SAC),

and Tactical Air Command (TAC). SAC has supplemented several APR

700-series regulations, but has not expanded on ADPE maintenance and

support beyond that already covered in the parent Air Force regulations

(42:1; 43:1; 44:1). None of the other commands had supplemented AFR
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700-series regulations. Also, none of the commands had supplemented or

developed a comand regulation for APR 800-series computer resources

acquisitions or support.

TAC is working on a Tactical Air Forces (TAF) Wartime Mission

Critical Computer Resources Support Concept. This concept states [45:2]:

Support policies which provide no organic support capabilities
are not viable options. On-site contractor support at deployed
locations or the shipment of systems back to the manufacturer
support facilities will not satisfy wartime mission needs. Although
spares may adequately support some wartime systems, limited airlift
capability may negate this option for many wartime deployment
scenarios. These systems are no longer nice to haves; they now
equate to sortie rates, aircrew survival, and bombs on target.

The TAP support concept calls for a combination of spares and organic

blue-suit support. Trained technicians, augmented by contractors, will be

deployed with squadrons. "Maintenance on computers will be performed at

two levels: organisational and depot. Organizational maintenance will be

performed in-garrison by blue-suit computer support personnel, augmented

by contractor personnel. While deployed, systema8will be maintained

entirely by blue-suit personnel" (45:4]. Miuimua maintenance and

logistics requirements for deployment include: storage area for bench

stock, spares, and sub-assemblies; storage areas for administrative and

technical documentation; standard handtools and electronic test equipment.

The long range goal is to standardize TAF mission critical systems to

provide better support, alleviate logistics problems, and decrease

required training (45:C-2).

Clearly, a dichotomy exists between tactical military mission

requirements and the use of commercial off-the-shelf computer resources.

Mission requirements necessitate blue-suit support, on-site spares, bench

stock, and standardization of tools, technical data, and test equipment.
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On the other hand, commercial off-the-shelf computers tend to be most

advantageous when used with contract logistics and maintenance support, no

provisioning of spares, procurement of non-standard commercial manuals,

and supported by vendor unique tools and test equipment.

AFLC ADPE (AFR 700-series) Policies. AFLC, unlike the other Air

Force commands discussed above, has supplemented both the AFR 700-series

regulations and AFR 800-series. The AFLCR 700-series supplements, like

their parent Air Force regulations, emphasize acquisition planning and

procedures over plaaning for support (35:1; 36:1). Although the AFR

700-series regulations don't restrict provisioning of spares or organic

support, I.t appears aimost all AFLC equipment managed under this series is

uot stocklisted and is either maintained by local or site contract

logistics support. Similar to the AFR 800-series FSG-70 item manager

concept, ADPE managed under the AYR 700-series regulations have ADP

inventory, accountability, and reporting procedures and data systems

(19:15). Therefore, there are two organizations within MFLC performing

ADPE inventory management, but only one organ-ization, WK-AL/MKI, assigned

item management responsibility for all military Federal Supply Class

FSG-70 ADPE. The reason for this apparent overlap of responsibilities can

be tied back to an agreement between the DOD and the General Services

Administration (GSA) pertaining to supply management relationships under

the National Supply System. The agreement sought to assign GSA those

Federal Supply Classes (FSC) or commodities commonly used by federal

agencies which were commercially available on the civilian market and not

predominately of a railitary nature and assign the DOD those F,.a or

commodities commonly used in military operations or weapon system sunport,
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irrespective of their use by civil agencies (14:2). ADPE and related

supplies were initially excluded because procurement was vested in GSA by

law. Due to changes in the law and joint recognition that it was

impractical to make exclusive FSC assignments, WR-ALC/MHI was appointed as

the DOD FSG-70 item wanager.

The reeponsibilities of the FSG-70 item manager with respect to AFR

700-series ADPE acquisitions and support are not clear. Normally an item

manager will select, aquire, and maintain materiel, control inventory, and

provide materiel support for the Air Force mission worldwide. Typically

item management includes materiel requiremi?,ss, budgeting, materiel repair

scheduling, engineering, directing distribt" Ion and redistribution,

initiating procurements, inventory planning, materiel utilization,

disposition, and materiel improvements (37:10).

AFR 700-series ADPE is acquired under the guidelines of the DOD FAR

Part 70 Subpart 70.3. ADPE components are considered to be end items and

are procured under the guidelines of APR 172-1 (15:30). Although all ADPE

is FSG-70, unless an ADPI item is cataloged and stocklisted the FSG-70

item manag&r will never have procurement or management awareness (16:1).

There is o requirement to stocklist ADPE procured under the AFR

700-series regulations. In fact, AFLC FAR Supplement 17.7402-91 requires

written justification to validate the need to provision commercial enA

items (33:17.74-2).

AFLC FSG-70 (AFR 800-series) Policies. The AFLC/AFSC supplement to

AFR 800-14 does not specifically provide any additional acquisition or

support guidance on FSG-70 (40:1). The other remaining policy guidance is

the existing AFLCR 800-21 and an interim FSG-70 policy (Appendix C)
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developed solely to exploit some of the advantages of contract support and

to generate constructive comments from the AFLC Air Logistics Centers

(ALCes).

Additional command unique topics which should be addressed in a new

policy include:

a. Procedures for recompeting support.

b. Procedures for processing field change orders and engineering

change orders.

c. Range of support options under contractor logistics support.

d. Funding guidelines.

e. Acquisition and support planning and maaagement responsibilities.

by type of equipment.
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Section III: Other Findings.

This section includes additional acquisition and support procedures

extracted from a number of DOD and government sources. The information

presented in this sect ion is not intended to repeat ideas or concepts

p already covered, but to expand upon or introduce new topics not yet fully

discussed.

Item (IM1) or System Map'igement (SM).- How appropriate is item

management for FSG-70 computer resources used in military applications?

Weapon system managers for years have sought to have FSG-70 item

K management responsibility transferred to them so that computer equipment

and software could be managed with the next higher assembly. The reason

[I for this pursuit is quite clear. The system manager Is the individual

assigned management responsibility for the complete support (i.e.,

* technical integrity of the system to include engineering, configuration

control, safety, and security) of a system or program. In the case of

commercial off-the-shelf computer resources neither the item manager nor

the government control the configuration of the vendors product. Current

FSG-70 policy calls for management responsibility to transfer from the

FSG-70 IM to the next higher assembly system manager when the equipment or

software no longer meet the definition of rSG-70. Since contract

logistics support for weapon systems is typically provided for a system on

a site-by-site basis, assuming the SM will not require additional skills

or resources, no advantage is gained by all-owing the IM to contract for

support.

The assignment of item management responsibility is usually linked

with the source of the item's depot level maintenance and repair
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capabilities. Historically many MIL-SPEC items have been stocklisted for

normal supply requisitions since the government controlled the item's

configuration and depot level repair was performed organically at a

military depot. Furthermore, it was in the governments best interest to

item manage items which were common to more than one system. The FSG-70

item management assignment was a technology grouping assignment. These

assignments are designed to manage an assemblage of homogeneous items, but

unlike MIL-STD and MIL-SPEC items, the extent of homogeneity for COTS

computer resources ends with the commercial off-the-shelf title (39:2).

With FSG-70, the item manager supports multiple vendors whom maintain very

little commonality and 2ultiple hardware and software confisurations per

vendor. Typically the government does not have item configuration control

below the form, fit, and functiot level and can only provide organic depot

level support through expensive deals made wirh the vendors. Rather than

,manage an item or even a line of equipment, the FSG-70 item manager

contracts on a system-by-system basis for support of all commercial

off-the-shelf computer resources used in that system. In essence, rather

than being an item manager in support of multiple system managers, the

PSG-70 item manager due to the nature of item has become a coequal system

manager (69:8). Once again, it appears the original policy makers

attempted to manage commercial off-the-shelf computer resources in the

Ssame manner as traditionally developed items.

A number of common FSG-70 items exist, but contracting by product

line won't necessarily work either. Frequently system are developed with

multiple commercial off-the-shelf product lines installed. Past

experience has shown that it can be very difficult to resolve
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disagreements over responsibilities for maintenance when several different

contractors are maintaining a system. In 1985, HQ AFLC/XJ recognized this

problem and assigned FSG-70 item management responsibility for Aircrew

Training Devices to Ogden Air Logistics Center. The rationale is,

separate contracting for computer support requires full communication and

coordination to assure effective support of the user's aircrew training

capability. A single contract will pinpoint responsibility to a single

contractor" [55:1].

This is not to say FSG-70 item management is invalid. As long as

commn FSG-7C items exists in military systems there will be a need for an

FSG-70 item manager. Although not specifically defined in any of the

regulations reviewed, the management responsibilities of FSG-70 IM appear

to be limited to provisioned AFR 700-series ADPE and unmodified AFR

800-series FSG-70 which has been designated as a Mission Critical Computer

Resource (MCCR). With respect to FSG-70, MCCR can be divided into two

categories: that equipment that is stand-alone and the system is the

FSG-70 (e.g., WWMCS) and those computer resources that provide an

integrating function for the system (5:2). Because of this distinction,

the criteria for assigning FSG-70 item management responsibility to system

managers needs to be expanded beyond the policies already listed in AFLCR

523-1 (39:2-3). In general, the FSG-70 item management assignment should

address the system support concept and the extent of integration of the

FSG-70 computer resources into the next higher assembly. Also, if the

system contains a mix of FSG-70 equipment and software then all the

equipment and software should be assigned at the level of the next higher

assembly, unless the system manager agrees that specific equipment and
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software should be managed by the FSG-70 item manager.

Basically, the system manager should be assigned FSG-70 item

management responsibility whenever:

a. They are willing to assume management responsibility, and

b. Can do so without additional skills or manning, and

c. Off-the-shelf computer resources are integral to or dedicated to,

or essential in real time. to the performance of the weapon system or

p the equipment or software have been modified to a commercial-type

configuration.

This approach will increase the SK's visibility into FSG-71) ,hanges and

streamline the configuration management process. It is also takes

advantage of the AFR 700-series decentralized maintenance concept.

Comercial Software Rights. Military systems are Increasingly

reliant on state-of-the-art software to operate increasingly complex

weapon systems. Private industry is developing many innovative software

packages, but some of the beat software is not available for government

use because of software rights incompatibilities between the government

and industry. Private developers need to commercialize their products in

order to recoup their investments. The developers ability to commercially

recoup their investment is significantly dependent on their capability to

restrict access to that software. This includes limiting access to object

code, source code, documentation, and development tools (63:10).

Military mission requirements frequently necessitate that an organic

support capability be used to maintain and enhance the software or achiove

competition so as to avoid being locked into a sole source situation with

the original developer. This requires access to the code, documentatiou,
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and tool, which developers are least likely to disclose. To meet these

requirements, as well as, provision against product discontinuance or

unacceptable maintenance support by the developer, the government only

allows restricted rights to apply to privatel7 developed machine readable

code. Since the government treats software documentation as technical

data, rather than being subject-to restricted rights, softwar6

documentation is subject to limited rights. Also, the government claims

unlimited rights for manuals and instructional materials used for

installing, operating, maintaining, or training purposes. Since nearly

all software documentation falls within this clause, potentially all

documentatiou Is sabject to unlimited rights claims (63:10).

Consequently, the DOD is losing access to valuable software because many

vendors are not willing to license their documentation to the government

due to the risk of having valuable proprietary documentation widely

disseminated. When surveyed, contractors indicated that approximately 65%

of the time they are unwilling to make privately developed software tools

available, anvi that 49% of the time they are unwilling to make privately

developed applications programs available due to the DOD's data rights

policies (63:17).

Similar to the advantages associated with COTS hardware, a major

advantage of acquiring commercial softwv:e is that the developer or a

third party, rather than the government, can support the software. By

using a commercial support approach, the DOD may not need to procure

software documentation and only need assurance that the software can be

adequately supported by the developer or a third party. To meet this

need, the Software Rights in Data Workshop, proposed a "conditional
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directed licensing clause which includes an escrow of support materials"

(63:13]. This concept calls for all materials necessary to support the

software, which were not delivered to the government, to be placed into an

e~arow at the tine the object code is delivered. The developer will be

required to update the escrowed documentation. When the developer is

unwilling or unable to perform software support functions at a reasonable

cost he may be directed to release the escrowed material. After notifying

the developer, the government can transfer the support functions to a

third party and a license will implicitly be gianted to that party to

perform support. The scope of the third parties rights are limited to

those of the government under the original contract and the original

developer retains the right to sue the third party directly under the

license if the latter abuses it (63:13).

The advantages of this contracting approach apply equally well to

commercial hardware. For both hardware and software, this concept can

accommnodate the DOD's need to establish an organic support capability or

use a third party maintenance support strategy, as well as, take advantage

of private Industry's "leading edge" of software technology. Furthermore,

this approach appears to be an innovative way of coping with hardware and

software obsolescence. Given the extended service life of many of our

military systems and the limited operational compatibility of many

commercial systems, combined with the high cost of upgrading or converting

over to a new computer system, contract clauses calling for support

materials to be escrowed and maintained by the developer can significantly

extend an items service life and ultimately reduce operational and support

cost. Also, by extending the commercial items service life, proliferation
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is reduced simply because fewer new items are entering the inventory.

Maintenance Alternatives. In recent years computer maintenance and

support has become a very competitive and lucrative business. In addition

to the manufacturers who service their own equipmeat and software, over

700 thiAd party maintenance firms now exist (28:52). Third-party firma

account for roughly 1OZ of the $13.2 billion computer maintenance market

(27:121).

Many major corporations are now switching over to third-party

maintenance agreements to avoid the 7Z to 82 annual increase in the

original equipment manufacturer's maintenance costs. In addition to a

reported cost saving between 20 ard 40 percent and customized service

agreements tailored to user's needs, a number of corporations are finding

other advantages in turning over their computer maintenance support to

third-party firms (27:121).

Historically, equipmint manufacturers have balked at uaiitaining

equipment other than their own. This forced a number of corporations with

mixed equipment and software to depend on several vendors for support or

develop an in house support c.fpability. A big draw of third-party

maintenance has been the advantage of having one party responsible for an

entire system.

The Air Force spends hundreds of millions of dollars annually on ADP

maintenance and support (2:1). From a system manager's perspective, the

ideal mainterance arrangement is one firm maintaining all product lines

for the given system. Still, for military systems using state-of-the-art

large mainframe computers this support approach appears to be a long way

off. Manufacturers are anxious to protect the technology of their
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state-of-the-art equipment and typically refuse to provide full

documentation that is needed to provide third-party support. Although

third-party firms can buy the parts, the large scale integrated technology

used in mainframe systems is so complex and expensive that the cost of

spares and training require a huge Inveastment (59:20).' On the average,

few third-party firms can match the manufacturer's support of large

mainframe systems. Mnvufacturers have significantly more skilled

technicians and third-party firms are not accustomed to providing the

software support, consulting, planning, and installation services that

large system user's tend to take for granted (27:124).

Even in a competitive market, as equipment ages, maintenance fees

increase in an effort to sell new equipment (27:122). Although parts for

established equipment ara more widely available and far less expensive

than state-of-the-art equipment, manufacturers tend to charge more for

servicing older aquipment and are less inclined to provide quality service

for peripheral equipment (3:63). Third-party maintenance would seem to be

the logical alternative for this type of equipment.

Since many of the commercial off-the-shelf, mission critical

computers used in Air Force systems are large mainframe computers, these

systems will generally benefit most from the following support strategy:

1. Newer mainframe systems tend to be highly reliable, limit

maintenance service for the central processing unit to an on call

maintenance concept with service provided by the original equipment

manufacturer or a qualified third-party contractor.

2. Most computer maintenance problems are associated with computer

peripheral equipment (e.g., printers, plotters, terminals) and many Air
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Force organizations have wartime requirements for blue-suit organizational

level support, maintenance services can either be provided by (9:45):

a. Blue-suit support;

b. Blue-suit augmented by third-party contractor support; or

c. Third-party contract support.

3. Review maintenance contracts annually to see -if operational needs

can be met with less expensive maintenance alternatives. These reviews

should include:

a. A review and analysis of past maintenance data;

b. Comparison of historical maintenance data, including

turnaround time, to the stated mission need; and

c. A review of current maintenance alternatives and costs from

manufacturers and third-party maintainers.

ALC and Using Command Comments and Suggestions. The AFLC Air

Logistics Centers (ALCs) have provided a number of comments pertaining to

commercial off-the-shelf computer resources acquisition and support.

Listed below is a summary of their comments. Co nts that reiterate

points already covered in this chapter have been screened.

1. All AFLC COTS acquisitions whether HCCR designated or not will be

coordinated with ALC/SC (51:1).

2. It is essential for effective mission support that we have a

single point of contact for maintenance of each system within our networks

(57:1).

3. With commercial-type and true COTS we can rely on little or no

design stability, if we i.ntend to organically modify or maintain the item,

we need to buy the design (49:1).
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4. Follow-on compatibility testing should be conducted for all major

revisions to an embedded COTS item. Testing should verify the form, fit,

and function interface is not violated. Testing should be completed prior

to government approval/acceptance of any major configuration change

(49:1).

5. The term non-FSG-70 is misleading. The reference is to items

that have been modified or have not been Materiel Management Aggregation

Coded (MNAC) to the FSG-70 item manager. The fact that an item is managed

by a PM or SPM does not change its class as an FSG-70 item (53:2).

6. The scope of the policy should specify ADPE, MCCR, or both ADPE

and MCCR (73:1)..

7. Identification of COTS equipment requirements should be addressed

to the weapon system Computer Resources Working Group (CRWG) (73:2).

8. Effective immediately, all APR 800 series cosmercial

off-the-shelf (COTS) ADP acquisitions, including those modified for a

specific purpose, will be coordinated with the local

Communications-Computer System Officer (CSO). This acquisition policy

applies regardless of type of funding or intended use (51:1).

9. The requirement to use and AFLC Form 75 for acquisition of all

COTS software appears to be inconsistent with the funding policy listed.

An AFLC Form 75 should not be required when a system (hardware and

software) has been approved for acquisition (71:1).

10. Change reference An 172-1, Vol I, para 4-25b, to pars 4-8a

(50:1).

11. Unlimited and limited rights COTS software must have a CPIN

assigned. CPINs for restricted rights COTS software is optional in
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accordance with TO 00-5-16 (67:1).

12. Throughout the document there seems to be confusion about the

definition of COTS. The term COTS applies only when an item in acquired

and used exactly as it appears (and is updated) in comercial use. FSG-70

is limited to COTS computers and peripherals. If an item starts out as a

variant, is modified, or exempted from contractor revisions and upgrades

it leaves the COTS category and becomes coanercial-type. It would seem

non-FSG-70 is a contradiction of terms (58:1).

13. Include definitions of commercial and coinrcial-type (58:1).

14. A configuration may be altered or frozen in design for a military

application and still conceivably have a commercial application. The

standard should be whether the resulting configuration is still a viable

member of the vendors commercial product line or whether it has become a

"specialn that needs unique support (58:2).

15. While coupetition is desirable and required by law, realistically

we should recognize that the potential for competing COTS support is often

limited. That is part of the downside of selecting COTS. While a

preliminary market investigation might reveal that there is a wider

support base for some COTS brands than for others. Most original

equipment manufacturers will limit repair and support to themselves or a

limited service network (58:2).

16. The nature of COT3 and contract logistics support (CLS) may weigh

against stocking government owned spares for use by a support contractor.

It may sometimes be useful to stock unique recoverables, although soft

configuration and problems with interchangeability may even make that

inadvisable. The contractor may use shortage of Air Force owned parts as
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justification for his own nonperformance. This could make CLS contracts

unenforceable (58i2).

17. An integral part of CUTS planning should be for its replacement

when no longer viable. It is not Lnusual for that to take place within

five years, and the eventuality should be integral to weapon system master

planning so replacement funding can be advocated. Weapon system master

plans must address COTS longevity and project funding (58:3).

18. An obsolescence review is a review to determine whether ex4 sting

computer reanurces are economically or technically obsolete. Indications

of economic and technical obsolescence include [13:70.2-3]:

a. Maintenance service or parts or are becoming unavallable or

are no longer being provided by tl•i oniginal equipment manufacturer (OEM);

b. An operating syctem is oir will no longer be supported by the

OEM;

c. Degradation in equipment reliability;

d. Maintenance Costs are accounting for an increasingly greater

portion of operating costs;

e. Energy consumption, inc!Luding necessary environmental

control, is relatively high;

f. System throughput and p:,ocessing turnaround are too slow, and

flexibility is limited for the mission requirement;

g. The equipment is two or more production cycles behind the

present product line.
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Section IV: Recommended Support Approach

The comparison of the list of critical support issues to the AFLCR

800-21 FSG-70 policy pointed out several problems. H~ot only was most of

the terminology outdated, but the policy attempted to manage commercial

off-the-shelf computers in the traditional manner of NIL-STD and NIL-SPEC

equipment. The first draft of the proposed revision to the policy

(Appendix C) also had many shortcomings. Although this policy made a

greater attempt to address the commercial availability of support,

additional research pointed out fundamental management flaws with this

approach. Additional emphasis needed to be given to the initial COTS

acquisition decision and support planning. Logistic planners need to

first understand the support distinction between the different classes of

commercial (see Table III), and then be able to-assess supportability in

light of the weapon system's operating environment and proposed

maintenance concept. Also, increased system management support of COTS,

commercial maintenance alternatives, and long term supportability issues

needed to be given greater emphasis.

Although COTS acquisition and support strategies must be tailored on

a system by system basis; the following list is the author's "recinmmended

approach for acquiring and supporting COTS computer resources." These

concepts will serve as the point of departure for developing a new AFLC

COTS policy:

1. System management of COTS computer resources should be increased

within APLC.
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2. A COTS market investigation and supportability analysis should be

rn - performed prior to acquiring COTS.

3. Requests for proposals and contracts should elearly state what

class of "commercial" will be used.

4. Procurement contracts should have firm-fixed priced, escrow

ilauses, for design data, support equipment, repair manuals, etc. to allow

for organic or third party support in the event the vendor will no longer

provide support.

5. Contracts should arrange for software licensing and vendor

subscription services * APLC managers should specify what information is

expected to be reported with the vendor's subscription service.

6. If possible, an organic depot-level maintenance support concept

should be avoided, COTS should be maintained commercially.

7. If a specialized depot is necessary and there is no design

disclosure below the form, fit, or function level, detailed l'IL-SPEC

technical orders for depot level maintenance of COTS assemblies are not

needed. Existing vendor's service manuals should be used unchanged and

augmented by the vendor's service bulletin subscription service.

8. Maintenance contracts should be competitively awarded. Contracts

should provide multiple year coverage, with one year options.

9.* Limit maintenance service for large mainframe central processing

units to an on call maintenance concept with service provided by the

original equipment manufacturer or a qualified third-party contractor.

10. Since most computer main~tenance problems are associated with

computer peripheral equipment (e.g., printers, plotters, terminals) and

many Air Force organizations have wartime requirements for blue-suit
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organizational level support, maintenance services can either be provided

by:

a. Blue-suit support;

b. Blue-suit augmented by third-party contractor support; or

c. Third-party contract support.

When blue-suit organizational level support is used. MIL-SPEC

system-level technical orders should guide system operation and

troubleshooting to the assembly/module level for removal and replacement.

11. Spares should contractor furnished on cost reimbursement basis:

a. Repairable spares 25% of acquisition cost.

b. Unrepairable spares 100% of commercial market value.

12. If government ownership of spares is a requirement, stock spares

on-site and don't provision. Maintenance contracts should include the

requirement to maintain government spares at their latest revision level.

13. If provisioning is requirement, don't buy provisioning data that

breaks the equipment down below the form, fit, and function level.

Instead, at the form, fit, and functirn level, designs should be

documeated by Level 3 specification or source control drawings. Control

drawings must be sufficiently complete to enable any competent source to

produce interchangeable items.

14. Maintenance contracts should specify a system effectiveness

level, below which the government collects maintenance credits.

15. Maintenance contractors should acquire, maintain, and update all

technical data, tools and test equipment.

16. Maintenance contracts should specify that equipment be kept at

the vendor's latest revision level.
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17. Compatibility testing will be performed prior to approval and

acceptance of any major configuration change. This testing should verify

that the form, fit, and function interface has not been violated.

18. The equipment list in the contract should identify the equipment

to be maintained and a site list should identify the maintenance

locations.

19. Incidents reports should be submitted by the contractor for all

fl malfunctions.

20. Review maintenance contracts annually to see if operational needs

can be met with loes expensive maintenance alternatives. These reviewsi should include:
a. A review and analysis of past maintenance data;

b. Comparison of historical maintenance data, including

turnaround time, to the stated mission need; and

c. A review of current maintenance alternatives and costs from

manufacturers and third-party maintainers.
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Table III

The Commercial Spectrum [7205]

NIL-SPEC BEST COML CUSTOM I COML-TYPE COTS
PRACTICE I PRODUCT (-SPECIAL-)

DESIGN GOV'T I GOV'T NOT COML JUST I COTS MOD :FOR CIVIL
FEATURES MILITARIZED I MILITARIZED FOR GOV'T I FOR GOV'T I MARKET

Z SALES 10O0Z 100% PROBABLY SMALL (OF SMALL
TO GOV'T 10OZ 1 BASIC ITEM

DESIGN FULL FULL ' MOSTLY F3 ' PROBABLY F3 ' F3*
DISCL ISU I MAYBE FULL! FULL NEEDED

CONFIG GOV'T GOV 'T VENDOR i VENDOR g'. VENDOR
AUTI'H'Y !!,,

II a I I

DESIGN MODERATE MODERATE
STABIL LOW LOW TO TO HIGH
RISK LOW HIGH

LNG TERM MODERATE o
SUPPORT LOW LOW TO HIGH HIGHRISK HIGH

* 13- Form, fit, and function
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Section V: Proposed AFLC COTS Policy

Mission Critical Computer Resources (MCCR)

ACQUISITION AND SUPPORT OF COMME4RCIAL OFF-THE-SHELF (COTS) AND

COQMERCIAL-TYPE COMPUTERS, PERIPHERALS AND SOFTWARE

1. Scope. This document describes the acquisition and support policies,

and management responsibilities for MCCR COTS and commercial-type

computers, peripherals, and software procured and managed under the AFR

800 series regulations.

2. Terms Explained:

a. Automatic Data Processing Equipment (ADPE). General purpose,

automatic data processing components and the equipment systems created

from them, regardless of use, size, capacity, or price, that are designed

to be applied to the solution or processing of a variety of problems or

applications and are not specifically designed to be applied to the

solution or processing of a variety of problems or applications and are

not specially designed (rather than configured) for any specific

application (FAR 70.200).

b. COTS Equipment. Co, ercial ADPE developed for other than

government purposes; sold or traded to the general public in the course of

normal business operations and used unchanged ("off-the-shelf") when

acquired by the government (FAR 11.001).

c. Commercial-Type Equipment. Commercial ADPE modified to meet some

government peculiar physical requirement or addition or otherwise
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identified differently from its normal commercial counterparts (FAR

d. Commercially Available Software. Software developed at private

expense and available in the commercial market through lease or purchase

(including licensing arrangements) from a concern representing itself to

hav'e ownership and/or marketing rights in the software. Software which is

furnished as part of the computer, but Is separately priced from the

computer, is included in this category (FAR 70.200).

e. Commercial-Type Software. Commercially available software that Is

modified to meet some government peculiar requirement or addition or

otherwise identified differently from its normal commercial counterparts

(FAR 11.001).

3. Relationship to Other Directives:

a. This document does not apply to information resources acquired and

managed under the Air Force 700-series regulations.

b. COTS computer resources managed under this document are subject to

the policies in Air Force 700-series regulations only to the extent

specified in the Program Management Direction (PMD) and this document.

c. COTS computer resources acquired and managed under the Air Force

800-series regulations and used in systems as defined in APR 700-4, Vol

II, paragraph 1-5b, do not require a Delegation of Procurement Authority

(DPA) if they have been deeignated as MCCR according to the procedures in

AFIR 700-4, Vol II, paragraph 3-4b.

d. An MCCR designation eliminates the need to obtain a DPA from the

General Services Administration (GSA); however, it is a requirement that

MCCR be competitively procured unless the provisions of the Federal
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Acquisition Regulation (FAR) and the Competition in Contracting Act (CICA)

are met.

e. All AFLC AFR 800 series commercial off-the-shelf (COTS) ADP

acquisitions, including those modified for a specific purpose, will be

coordinated with the local Communications-Computer System Officer (CSO).

This acquisition policy applies regardless of type of funding or intended

use. All AFLC COTS computer resources acquisitions whether MCCI.

designated or not will be coordinated with ALC/SC.

4. Planning for COTS Support:

a. The AFALC (DPML) and AFLC SPM/IMs will ensure that:

(1) A COTS computer resources market investigation and

supportability analysis is performed prior to acquiring COTS. Attachment

1 is a sample listing of questions to be addressed in the supportability

analysis.

(2) Requests for proposals and contracts clearly state what class

of "commercial" will be used.

(3) When possible, an organic depot-level maintenance support

concept is avoided. COTS computer resources should be maintained by

contractor logistics support (CLS).

(4) Subscription service submittals are provided for by the

System Program Office (SPO) for COTS equipment and software during the

acquisition phase. AFLC managers should specify what information is

expected to be reported with the vendor's subscription service.

(5) The SPO maintains configuration of COTS computer resources at

vendor's latest approved revision levels through contractual subscription

service and appropriate contractual logistics support to ensure the
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revision level of the commercial manufacturer's or vendor's equipment is

current at PMKT.

(6) If design requirements specify commercial-type equipment and

software, ensure that design requirements are correctly classified and

logistics support requirements are included in the contractual documents

for the system being developed.

(7) COTS deliverables are included in the Logistics Support

Analysis (LSA). LSA should not break COTS items down below the form, fit,

and function level.

(8) Procurement contracts have firm-fixed priced, escrow clauses

(i.e., to insure adequate data rights), for design data, oupport

equipment, repair manuals, etc. to allow for organic or third-party

contractor support in the event the vendor will no longer provide support.

(9) If a specialized organic depot is necessary and there is no

design disclosure below the form, fit, or function level, detailed

MIL-SPEC technical orders for depot level maintenance of COTS assemblies

are not needed. Existing vendor's service manuals should be used

unchanged and augmented by the vendor's service bulletin subscription

service.

(10) When blue-suit organizational level support is planned,

MIL-SPEC system-level technical orders will be procured. In general,

organizational technical orders should guide system operation and

troubleshooting to the assembly/module level for removal and replacement

and should not go below the form, fit, and function level.

(11) The nature of COTS and contract logistics support (CLS)
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weigh against stocking government owned spares for use by a support

contractor, since contractors may use shortage of Air Force owned parts as

justification for nonperformance. Preferably, spares will be contractor

furnished on a cost reimbursement basis. If government ownership of

spares is a requirement, preference should be given to stocking spares

on-site, maintained by contract support, and not provisioned. If

provisioning is a requirement, provisioning data that breaks the equipment

down below the form, fit, and function level should not be bought.

Instead, at the form, fit, and function level, designs should be

documented by Level 3 specification or source control drawings. Control

drawings must be sufficiently complete to enable any competent source to

produce an interchangeable item.

(12) For systems with planned life cycles longer than five years,

recompetition for follow on logistics support and modification contracts

will be in accordance with by AFPR 800-35, AF Competition Advocate Program.

To provide the capability to recompete, the Air Force will purchase a CLS

support package that inacludes data, documentation, and subscription

services, for the appropriate version, to provide the information for any

fitture recompetition. Items and materials readily available on the

commercial market will not be included in the CLS support package. Instead

they will be the contractor's responsibility under the CLS contract.

(13) AFLC representatives take part in COTS computer equipment

and software testing as rnquired.

(14) To minimize testing, maximum use is made of existing data

sources (e.g., commercial testing, user data, and independent evaluation

agencies).
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(15) Appropriate warranty language is included. If an item has

been altered or modified through a contract specification, or if the

planned usage is different than its commercial usage the warranty language

mar need to be altered.

(16) Unlimited and limited rights COTS software has CPINs

assigned.

(17) AFLC representatives take part in formal reviews, data

calls, and audits as directed in AFR 800-14 and this regulation. Also,

provide representatives and technical support to the CRWG, design and

technical meetings, and assist in development and updating of CRLCHPs and

PMDs.

(18) COTS computer resources support concepts will be reviewed at

planning and Computer Resources Working Group (CRWG) meetings, and

documented in the applicable CRLCKP.

5. Follow-on Support:

a. Competitive Contractor Logistics Support (CLS) practices will be

used in maintaining COTS computer resources, unless the support concept as

specified in the CRLC(P dictates organic depot support. If the support

concept calls for full CLS (Organizational, Depot, and Supply), then

commercial engineering and technical data and documentation will be

acceptable for COTS equipment support. Mail7tenance contracts will:

(1) Be competitively awarded. Contracts should provide multiple

year coverag,, with one year options.

(2) Be written in coordination with users and specify

user-defined operational effectiveness levels and penalties when

effectiveness drops below contracted levels of support.
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(3) Specify that equipment be kept at the vendor's latest

revision level.

(4) Specify that vendor hardware and software be maintained at

the current revision level.

(5) Specify that depot support contractors acquire, maintain, and

update all technical data, tools and test equipment.

(6) Provide for maintenance of the established range and

quantity of items in the CLS support package. This includes repair,

replenishment, update, calibration as applicable and general maintenance.

In this way, the items in the support package will be available in the

latest configuration to transfer to a succeeding contractor if another

contractor wins the support contract.

(7) Include an equipment list identifying the COTS equipment to

be maintained and a site list identifying the. maintenance locations.

(8) Require incident reports to be submitted by the contractor

for all malfunctions.

b. Compatibility testing will be performed prior to approval and

acceptance of any major configuration change. This testing should verify

that the form, fit, and function interface has not been violated.

Certification will be provided that all vendor prepared service bulletins,.

used as ECOs/FCOs, satisfy engineering requirements and that those changes

-causing or having interface impacts are approved or disapproved by the

weapon system and user CCBs and SCCSBs. All vendor changes require system

level testing and approval before inst:allation. Specific procedures for

accomplishing this test should be determined between the weapon system

SPM/IM, the user, and WR-ALC/MiI; and included in the applicable CRLCMP.
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c. An integral part of COTS pla~nning should be for its replacement

when no longer viable. It is not unusual f or COTS computer resources to
reach technical or economical obsolescence within five years, Planning

for the eventual replacement of COTS should be integral to the weapon

system master planning process so that funding can be advocated. Weapon

* System Master Plans must address COTS longevity and project funding.

d. An annual obsolescence review will be conducted on COTS computer

* equipment to determine whether existing computer resources are

economically or technically obsolete. Indications of economic and

* technical obsolescence include:

(1) Maintenance service or parts are becoming unavailable or are

no longer being provided by the original equipment manufactu~rer (OEM);

K (2) An operating system is or will no longer be supported by the

(3) Degradation in equipment reliability;

(4) Maintenance Cost~s are accounting for an increasingly greater

portion of operating costs;

(5) Energy consumption, including necessary environmental

control, is relatively high;

(6) System throughput and processing turnaround are too slow, and

flexibility is limited for the mission requirement;

(7) The equipment is two or more production cycles behind the.

present product line.

e. When replacement of COTS equipment becomes necessary, the

operating or application software may be affected. The CRLCMP will

identify the management organization that will initiate and integrate the
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change, and make the final determination as to what equipment is and is

not acceptable as a replacement.

f. Maintnauce contracts will be reviewed annually to see if

operational needs can be met with less expensive maintenaace alternatives.

These reviews should include:

(1) A review and analysis of past maintenance data;

(2) Comparison of historical maintenance data, including

turnaround tim'., to the stated mission need; and

(3) A review of carrent maintenance alternatives and c. .ts from

.iairoaceurers and third-party maintainers.

g. COTS computer eqjipment and software not currently supported by

CLS will be phesed into a method of CLS.

h. AFLC will detarmine COTS Depot Maintenance Sources of Repair (SOR)

according to Decision Tree Analysis (DTA) procedures contained in APR

66-7, and Depot Maintenance Incerservicing (DMI) procedures contained in

AFLCR 800-30. Technology Repair Canter (TRC) assignments for items and

equipment determined to be candidates for !ccowpliabizent will be made

through thn AFLC vosture plaraing process.

6. Assignment of Management Responsibility:

a. In general, KCCR COTS can be divided into two categories:

(1) Category I: COTS computer resourcefs embedded in, dedicated

to, or esspntial in real-time to the 2erformance of the system; and

(2) Category 1I: COTS computer resources that are stand-alone

and thi system is COTS.

b. The initial assignment of materiel management responsibility for

COTS computer resources must addzess the system support concept and the
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extent of integration of the COTS computer resources into the next higher

assembly. In addition to the policies and procedures defined in AFLCR

523-1, Mission Assignment Policy, management responsibility for COTS

computer resources should be assigned on the following basis:

(1) SPM/IMs should be assigned management responsibility for

Category I COTS or COTS that has been modified to a commercial-type

configuration; if no additional skills or manning are needed to assume

responsibility.

(2) WR-ALC/MMI, as the FSG-70 IM, should be assigned management

responsibility for Category II, coion- COTS computer resources that meet

the definition of FSG-70 ADP.

c. If a system contains a mix of COTS and commercial-type equipment

and software, then all the equipment and software should be managed at the

next higher assembly level, unless the SPM/I1 agrees that specific

equipment and software should be managed by the FSG-70 IN.

d. All provisioned COTS computer resources will be cataloged as

FSG-70 ADP. This includes COTS and comercial-type computer resources

which have been Material Management Aggregation Coded (KNAC) to the next

higher assembly SPM/IM.

e. COTS and commercial-type computer resources management

assignments, and changes in application will be handled on a

system-by-system basio and conducted in accordance with AFLCR 523-1.

Normally, the next higher assembly SPM/IM will be assigned management

responsibility for commercial-type computer resources.

7. COTS management organizations (WR-ALC/MMI and SPM/IMs) will:

a. Provide follow-on COTS support in accordance with the applicable
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CRLQiP and paragraph 5 of this document.

b. Take part in formal reviews, data calls, and audits as directed in

AFR 800-14 and this regulation. Provide representatives and technical

support to the CRWG, design and technical meetings, and assist in

development and updating of CRLCOP and PMI).

c. Program for and fund follow-on logistics and engineering support

of assigned items.

d. Be members of the Configuration Control Board (CCB) and SCCSBs for

systems which use their item.

e. In conjunction with users, develop contingency plans for

supporting COTS computer resources in the event of contractor

non-performance.

f. Maintain subscription services with COTS manufacturers or vendors

throughout the life of the system.

g. When Class IV modification action is appropriate, identify

requirements for item hardware, peripherals, software, and engineering and

user documentation in the appropriate funding documents at the time of

budget preparation. That is, prepare AFLC Form 775 (BPL00) or P Series

Form (BP8300) and AFLC Form 48 to obtain CCB approval of COTS resources

modifications in accordance with AFR 57-4 and AFLCR 57-21. Vendor

prepared service bulletins used as Engineering Change Orders (ECOs) or

Field Change Orders (FCOs) may be used as installation instructions for

COTS modifications by assigning these a TCTO and data code number, issue

and recession date and authority line.

h. When appropriate, budget for modification funding using procedures

of AFLCR 57-21.
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i. Notify other SPM/IMs of modifications and chan3es which may affect

their system. The affected SPM/IM must provide recommendations within

time frames specified in AFLCR 66-15 to the SPM/IM, and will address

planning and programming requirements for accomplishing modification or

change of the affected item.

J. Use an appropriate type of Time Compliance Technical Order (TCTO)

to announce changes to COTS equipment and software configuration items.

The TCTO aust reference the vendor service requirement document and

authorize work to be accomplished according to the vendor document, if

applicable.

8. Funding:

a. The following applies when AFLC budgets and funds for licensing

fees of COTS (see AFl 172-1, Vol I, paragraphs 4-8a):

(1) Fund with ERIC 592TB when acquiring software only.

(2) Fund with Other Procurement (57*3080) funds when acquiring a

system that includes both hardware and software (AFR 172-1, Vol I, Para

10-65).

(3) Insure funding requirements are included in the annual PON,

Budget Estimate Submission (BES), and the financial plan.

b. Licensing agreements will be maintained throughout the life of the

system.

c. An AFLC Form 75, Computer Program Configuration Sub-Board Item

Record, will be prepared and processed through the Software Configuration

Control Sub-Board (SCCSB) for COTS software changes.
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Attachment 1

Supportability Market Analysis

The Supportability Market Analysis is a feasibility analysis used as

a preliminary tool for determining whether a COTS item is a viable option

or not. Issues that need to be considered in the Market Analysis are:

I. Will off-the-shelf products need to be modified to satisfy

operational requirement?

2. Are off-the-shelf products sufficiently transportable in

their operational configuration in the theater of operation?

3. Are their suitable products avaiable in sufficient quantities

to meet requirements in both peacetime and wartime without unique or

separate production runs?

4. Are there support systems, including spare parts and backup

capabilities, that satisfy needs for the life of the system? If not, is a

one-time buy of support a viable option?

5. What is the extent of competition?

6. Will commercial standards and warranties meet the system's

operational, environmental, and mainteuance requirements?

7. Are commercial training, operating, and maintenance manuals

available and can they be made available for review?

8. Do vendors have a good prcouct and support history? Does the

vendor have a history of providing continued parts inventories or

production for phased-out models?

9. What configuration management controls exist and are they

adequate? What is the average time between model changes?
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10. Are commercial distribution channnels available and adequate

to satisfy requirements in part or in whole?

11. Is the vendor employing reliability, availability, and

maintainability design and test disciplines? To what degree do they

compare to design and test discplines normally required for equipment used

in the intended environment?

12. What is the status of the technical data package describing

the vendor's product? To what extent do proprietary rights apply?

13. How long has the product been produced by the manufacturer?

14. Does vendor testing adequately address the intended military

environment or is additional testing necessary to to determine or verify

maintenance skill requirements, training requirements, transportability

issues, and the use of standard support aud test equipment?
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V. Summary and Conclusions

This thesis has attempted to present a new AFLC COTS policy which not

only considers the unique logistics and maintenance support requirements

of COTS, but also recognizes that a unique management approach is needed.

The policy now emphasizes the need for a supportability market analysis,

early identification of the commercial category, contractor logistics

support, and decentralized assignment of item management responsibility.

Chapter II expanded upon the definition and management of COTS

computer resources. This chapter defined the spectrum of commrcial

equipment and emphasized the distinction between true COTS and

comoercial-type equipment and software. Also as part of this background,

a brief discussion of AFLC's COTS support concept along with the current

AFLCK 80C-21 FSG-70 policy was presented.

Chapter IV was divided into five sections. Section I analyzed what

were perceived to be the major advantages and disadvantages to procuring

and supporting general purpose commercial off-the-shelf computer

resources. Based on the analysis of Section I, Section II presented a

list of critical support topics to be addressed in the new proposed

policy. Section II also included COTS acquisition and support policy

statements extracted from the service and MAJCOM regulations reviewed

which provided solutions to the critical support topics. Section III

expanded on COTS management assignments, comercial software data rights,

and maintenance alternatives for supporting COTS computer resources.

Section IV then consolidated these policies, strategies, comments, and

suggestions into a COTS "recommended acquisition and support approach"
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listing. This listing, served as the cornerstone for developing the

proposed new APLC COTS policy, presented in Section V.

The remainder of this chapter will Focus op the comments received

from the AJLC Air Logistics Centers from their review of the proposed new

policy and recommendations for follow-on research to chis topic.

Policy Review

One of the major problems of developing a policy that intentionally

removes management responsibility from one organization and distributes

this responsibility to several other is dealing with the political aspects

of this decision. When viewed from the perspective of the AFLC FSG-70

9 item manager, a policy that potentially threatens the viability of this

organization and may ultimately reduce or eliminate manning Is a policy

that should be very strongly opposed. Given these political imiplications,

it was expected that WR-ALC wotuld probably coment unfavorably against the

policy and the other ALC8 would probably comment in favor of the policy

with some suggestions for change. This is exactly what happened. Even

though WR-ALC contacted the other ALCa and solicited their support fLr

nonconcurrence on the policy, the only ALC to nonconcur wan WR-ALC.

The comments received from the review for the proposed policy by no

means represents a corporate AFLC position. A corporate position would

probably require several iterations of review, including several HQ AFLC

organizations and possibly including cosents from the major operating

commands. The surv-y approach taken can be viewed as a modified Delphi

technique, where the policy was sent to the ALC Mission Critical Computeic

Resources (MCCR) focal points who determined which organizations should

review and provide coments for their respective ALC. Also, the policy
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was reviewed by three headquarterc AFLC logistics managers. One manager

with extensive misaion assignment policy expertise (HQ AFLC/XPID), a

second with over 20 years of experience with mission critical computer

resources (EQ AFLC/HKTZC), and the third, wich FSG-70 logistics support

experience for communication-electronics and space systems (AFLC j

LOC/SDCS).

The -.omments and the author's evaluation of the comments follow:

a. OC-ALC :oncurred with the policy, but had several suggested

wording changes (65:1-2):

1. In paragraph 1 change "'document" to "chapter."

Evaluation: Cocur with comment.

2. Change the title of paragraph 2b from "COTS Equipment" to

"COTS Hardware."

"Evaluation: Concur with intent. The intent of this coment was

to make the title of this definition consistent with the wording used in

the policy. Since the policy uses both hardware and equipment

intercLangeably, in each case, the term hardware should be replaced with

the word equipment.

3. Insert in 3e, "ALC/SC" between "local" and "Communications."

Evaluation: Concur with comment. Comment clarifies

organizational responsibilities.

4. Delete first sentence in 4a(3).

Evaluation: Nonconcur. Organic support is the least preferred

method of supporting COTS computer resources. Sentence may need rewording

to clarify intent.
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5. In paragraph 4a(8) insert "possible follow-on" between "for"

and "organic."

Evaluation: Concur with comment.

6. Delete second sentence of 4a(11).

Evaluation: Concur with intent. The sentence should be modified

and be presented as an example.

7. Paragraphs 5&(3) and 5a(4) need to give the user and system

manager the flexibility to not incorporate all changes.

Evaluation: Concur with intent. Paragraph 5a(4) should be

deleted and the wording of 5a(3) should be modified.

8. Acronym SCCSB should be spelled out in paragraph 5b.

Evaluation: Concur with comment.

9. Clarify the wording and intent of the CRLCMP in paragraph 5e.

Evaluation: Concur with intent. The CRLCNP should identify and

document the responsibilities of the organizations involved with COTS

replacement.

10. In paragraph 5S delete the word "method."

Evaluation: Nonconcur. There is more than one form of contractor

logistics support.

11. Delete paragraph 6a. This paragraph is redundant to

paragraph 6b.

Evaluation: Nonconcur. Paragraph 6a is necessary to make a clear

distinction between MCCR COTS. Clfrification could be made by designating

a category one and category two.

b. 00-ALC letter stated, "We feel the content of the rewrite makes

sense and we concur with it" (66:1).
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Evaluation: Since 1985, 00-ALC has been assigned management

responsible for the FSG-70 used in aircrew training devices. This

approach has proved very successful and was one of the primary catalyst

for decentralizing 7SG-70 managemeut responsibility in the policy rewrite.

c. SA-ALC concurred with the policy but suggested four wording

changes (70:1).

1. Add to paragraph 3e, -Final approval authority for MCCR

acquisitions still remains with the SPM."

Evaluation: Concur with intent. Other ALCs submitted similar

comments. The ALCs are concerned that the Information Resources

Organizations (SC) are also making an attempt to manage and control weapon

system MCCR and thus return to the lengthy procurement process under the

provisions of the Brooks Bill. Clarification should be made.

2. In paragraph 5a, change last sentence to read, "Unless cost

or tine prohibitive as determined by the requiring office, maintenance

contracts will:."

Evaluation: Concur with comment.

3. Add to 5a(3), "at the discretion of the user."

Evaluation: Concur with comment. Ultimately, the user has final

approval authority on any change to the operational system. By not

Implementing all vendor's revisions the user also accepts the risk that .1
future updates ma- not operate or overate correctly in the existing syotem

conftguration.

4. Insert in 7e after "users", "and ALC/IP."

Evaluation: Concur with comment. ALC/PM should be involved with

the development of contingency plans for supporting COTS computer

resources in the event of contractor non-performance.
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d. SN-ALC concurred with the policy and recommended the following

changes (74:1-2):

1. Break paragraph 2a into sore than one sentence.

Evaluation: Concur with intent, but the paragraph is a direct

quote from the DOD FAR and should probably be left unchanged.

2. Change the title of paragraph 2d from "Commercially Available

Software" to "COTS Software." In the first sentence of the definition

insert "Off-t'ie-shelf" prior to "software". Also. in the first sentence,

insert "vendor or company." after "from a" and delete remainder of the

sentence.

Evaluation: Concur in part. The title change and clarification

of off-the-shelf is appropriate, but the remainder of the definition is a

directly from the DOD FAR and should remain the same.

3. Change the title of paragraph 2a from "Commercial-type

Software" to "Customized Software."

Evaluation: Concur with the comment.

4. In paragraph 3b insert "system's" between "in the" and

"Program."

Evaluation: Concur with the comment.

5. Paragraph 3e impedes the NCCR acquisition process,

Evaluation; Concur with the comment. The policy detailing the

extent of coordiuation with the SC Coumunications-Computer System Officer

is currently being nego:.iated between HK and SC. Paragraph 3e depicts the

policy aa it currently exists.

6. In paragraph 4a(2) clarify, "class of comercial."

Evaluation: Concur with the coent. Comment at the end of the
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sentence can include, "(e.g., best commercial practices, commercial-type,

or COTS)."

7. In paragraph 4a(3) capitalize the "c", "1", and "a" in the

words contractor logistics support.

Evaluation: Concur with comment.

8. Paragraph 4a(5) is too wordy.

Evaluation: Concur with the comment. Paragraph wording can be

shortened without changing the context.

9. In paragraph 4a(7), what is meant by "form, fit, and function

level."

Evaluation: On a system-by-system basis the form, fir, and

function level for COTS will need to be worked out between Air Force

logistics planners and the prime contractor and his vendors. Since the

Air Force does not control the piece-part configuration of COTS, agreement

must be reached between these parties as to which level of breakdown will

represent a known and stable configuration. In other words, a dividing

line must be worked out to detarmine which modules or subchassis can he

provisioned for sparing and still ensure interchangeability. This agreed

to level is tha form, fit, and function level.

10. In paragraph 4a(15) insert "in the contract." at the end of

the first sentence.

Evaluation: Concur with comment.

11. In paragraph 5a(3) change "Specify that equipment" to

"Specify what equipment will."

Evaluation: Concur with comment. Provides the user and the

system manager the flexibility to install some or all revision changes.*
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12. Clarify "range and quantity" in paragraph 5a(6).

Evaluation: Concur with the coement. Rather than clarify, "range

and quantity" will be deleted. The sentence should read, "Provide for

maintenance of the items in the CLS support package."

13. Recommend deleting Section 6 and moving this guidance to

A1LCR 523-1.

Evaluation: Nonconcur. Clarification of the assignment of

management responsibility similar to that proposed by HQ AFLC/XPXD needs

to be made in section 6. Similar wording should be included in the

current draft rewrite of AFLCR 523-1.

14. In the Supportability Market Analysis attachment, recommend

deleting second sentence of question 9 and all of 13.

Evaluation: Nonconcur. The average time between model changes

and the length the product has been produced are both good indicators of

the computer system's configuration stability.

e. W&-ALC non-concurred with the proposed revision in its entirety;

stating that the draft, as written and circulated for review, did not

reflect comments previously submitted by WR-ALC as recommended changes to

the For Comment Draft AFLC COTS Policy, 28 January 88 version (83:1).

Evaluation: As stated above, a reply along this line was

anticipated. All of WR-ALC's initial comments were editorial and not

policy related. Since very little of the initial draft policy was used in

the rewrite, one would expect few editorial comments to still be

applicable, which was the case. Although not officially stated, the

author believes the nonconcurrence is not based on the exclusion of

previously submitted comments, rather the issue here is decentralization

of FSG-70 item management responsibility.
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f. EQ AFLC/XPXD comments were directed at paragraphs 6a through 6e

which discuss the assignment cf item and system management

responsibilities for FSG-70. Their concern was that these paragraphs

seemed to "usurp the Cataloging and Standardization Center's (CASC) FSG

identification process during provisioning and the Material Management

Aggregation Coding (MMAC) assigument process (54:1).

Evaluation: The intent of these paragraphs was not to circumvent the

existing cataloging and assignment process, rather the intention was to

clarify that certain categories of mission critical computer resources

zataloged and assigned to federal supply group 70 could be more

effectively managed if assigned to the next higher assembly manager (see

comaent b. above). Recommend working with XPXD to clarify the wording in

these paragraphs.

g. AFLC LOC/SDCS concurred witb the policy as written (10:1).

h. RQ AFLC/MTEC concurred with the po1-Iy with minor changes.

HMTEC recommended further guidance be given for using the supportability

market analysis attachment. Also, IBTEC proposed that the new policy be

used for developing a joint Air Force Logistics Comiaud and Air Force

Systems Command (AFSC) COTS computer resources regulation (61:1).

Evaluation: Both comments have merit. The supportability market

analysis questions could be tailored iuLo a decision tree or flow chart

format to aid managers in making the COTS computer resources procurement

decision. The significance of the second comment cannot be overstated.

The degree to which the Air Force will benefit from the advantages of

using COTS computer resources in military systems is directly related to

the quality of planning for COTS logistics support. Therefore, for most
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weapon systems, AFLC's COTS support will be a reflection of AFSCs

logistics planning. With the exception of the limited COTS computer

resources procurement guidance provided in AFR 800-14, no other regulation

addresses the detailed logistics planning requirements for COTS computer

resources. A joint AFLC/APSC COTS computer resources regulation would

fill this void.

Policy Assessment

Given some minor changes, the proposed policy can have a significant

impact on the acquisition and support of COTS computer resources.

Although written as an AFLC policy, the policy's greatest payback any come

from its development as a -joint AFLC/APSC COTS regulation.

In general, the ALC review of the proposed policy was very

favorable. Since the proposed policy advocates a nev management approach

some resistance to change should be expeoted. If the political

implications of decentralized management can be overcome, the proposed

policy, as modified by the comments and suggestions received, could be

implemented following a coordination process r;jview.

Recommended Research

Further study can be performed in two related areas. First, the

question of actual life cycle cost savings should be further investigated.

Intuitively, up front procurement cost saving would be expected for a C(?S

acquisition, but from the perspective of life cycle cost the author was

unable to locate any reports or studies that had validated the life cycle

cost saving for commercial equipment used in weapon system applications.
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This finding is somewhat dicroncerting considering the maximum use of COTS

has already been uaundated by public law.

A second area for research would involve identifying the incidence of

COTS modification. It was pointed out earlier in this thesis that the

advantages associated with using COTS are limited to unmodified commercial

off-the-shelf equipment and software. Once modified, the system support

costs can quickly .skyrocket and special arrangements must be made to

assure continued support.
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Appendix A: Definitions of Terms

1. Automatic Data Processing Equipment - general purpose, automatic
data processing components and the equipment systems created from them,
regardless of use, size, capacity, or price, that are designed to be
applied to the solution or process 'g of a variety of problems or
applications and are not specifically designed to be applied to the
solutiin or processing of a variety of problems or applications and are
not specially designed (rather than configured) for any specific
application (12:70.2-1).

2. Agency Procurement Request - a request by a DOD component for the
General Services Administration (GSA) to contract for ADPE, commercially
available software, or maintenance services or for GSA to delegate the
authority to contract for these items (12:70.2-1).

3. Best Commercial Practice - design and fabrication of a product
using techniques and parts employed by competent suppliers to the civilian
market; conformiug to military specifications (NIL-SPEC) or using
government standard parts only by coincidence (72:24).

4. Commercial Item - an item developed and used for other than
government purposes; sold or traded to the general public in the course of
normal business operations and used unchangeri (or, "off-the-shelf") when
acquired by the government (72:24).

5. Commercial-type Item - a commerciol item modified to &eet some
government-peculiar physical requirement cr addition or otherwise
identified differently from its vormal commercial counterparts (72:24).

6. Configuration - the functional and physical characteristics of
hardwre/software as set forth in technical documentation and achieved in
product (72:24).

7. Contract Maintenance - maintenance performed under contract by
private, commercial organizations using contractor personnel and
facilities or government furnished material and facilities (9:4).

8. Control Drawing - an engineering drawing that discloses
configuration and configuration limitations (i.e., form, fit, and
function); performance and test requirements; weight and space
limitttions; access clearance, pipe andd cable attachments, etc, to the
extent necessary that an item can be developed or acquired on the
commercial market to meet the stated requirements; or, for the
installation or co-functioning of an item to be inetclied with related
items. Control drawings are identified as envelope, specification
control, source control, altered item, selected item, interface control,
and installation control (72:25).

9. Custom Product - a commercial product developed by a vendor who
retains the rightsto the design, but sells the product exclusively or
nearly exclusively to the government (72:24).
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10. Delegation of Procurement Authority- a written notification from
the General Services Administration to a DOD component in response to an
Agency Procurement Request, granting contracting authority to the DOD
component (12:70.2-2).

11. Embedded Computer System - a configuration of computer resources
which is integral to a defense system and has the primary purpose of
controlling, sensing, interpreting, processing, or otherwise assisting the
operation of a larper system (38:4).

12. Federal Supply Group (FSG) 70 - commercially available general
purpose automatic data processing equipment, components, and the data
processing equipment systems configured from them regardless of use, size,
capacity or price that are designed to be applied to the solution or
processing of a variety of problems and applications and are not specially
designed, as opposed to configured, for any specific application.
Excluded from this group is general purpose ADPE which, prior to
acquisition, is modified to meet Government specifications to the extent
that:

a. It no lonper has a commercial market;
b. It cannot be used to process a variety of problems or

applications;
c. It can be used only as ivtegral part of a now-ADP higher

order system (23:38).

13. Form, fit, function (F3),- the descriptors that permit the
fabrication of an interchangeable item by any comletent manufacturer in
the trade without disclosing internal design detail. Generally expressed
in the various types of Level 3 control drawing (72:25).

14. F3 Level - in the hierarchy of engineering data, the level above
which detailed design is dieclosed (full design dis.nlosurp.); at which
form, fit, and function are depicted by control drawxLud (F3); and below
which there can be expected to be no design disclosure (72:25).

15. Full Design Disclosure - in engineering data, Level 3 drawings
that set forth internal design detail sufficiently complete that any
competent manufacturer in the trade can fabricate an essentially identical
item without recourse to the original designer. Coverage is usually down
to the piece part and setailed manufacturing process (72:25).

16. Item Management - the functions, processes, disciplines, and
assignments directly devoted to selecting, acquiring, and maintaining,
controlling inventory, and maintaining materiel support for an item.
Typically it includes materiel requirements) budgeting, item repair
scheduling, service engineering, directing distribution, initiating
procurements, inventory planning, item utilization, disposition, and
modification (37:10).

17. MIL-SPEC - having to do with, or under the control of U.S.
militray or government specifications or standards; militarized (72:25).
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18. Organic Maintenance - maintenance performed by the Air Force
using government-owned or controlled facilities, equipment, and military
and/or civilian government personnel (9:4).

19. System Management - the Air Force concept for the technical and
business management of a particular system based on the principlus of
decentralized management and the use of a designated single management
authority. The management authority is responsible for projecting
required resources, time-phasing/scheduling actions and tasks to other
involved activities, issuing program direction and authorizations,
reporting performance and resource utilization, and providing managerial
and operational decisions (37:12).
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Appendix B: Chapter 7, AFLCR 800-21, 21 Jcnuary 1983

COMERICIAL OFF-TIH-SHELF (COTS) COMPUTERS,

PERIPHERAL, AND SOFTARZ (PSG-70)

7-1. Scope. This chapter describes the acquisition and operational

support for commercial off-the-shelf cmputers, associated peripherals and

software. •

7-2. Terms Explained:

a. FSG-70 Equ4.pment. Comercial off-the-shelf devce~e or a

collective set of these devices, regardless of use, size, capacity, or

price, that can be applied to the solution or processing of a variety of

problems or tasks and aren't specifically designed, as opposed to

configured, for any specific ECS application. The H2-1/H2-2 Cataloging

Handbooks, FSG-70, have examples of equipment included in this category.

Commercial off-the-shelf devices satisfy specific system, development or

product apacificstion requirements of a major or less-than-major weapons

system, especially support oystems. These devices may or may not be

common with other major systems or ECS subsystems or a major system.

b. Non-FSG-70 Equipuent. Commercial off-the-shelf equipment ahich

prior to acquisition is specifically designed or redesigned either

partially or totally, as opposed to configured, fur a peculiar SCS

application. This equipment may or may not have a coImercial market and:

(1) The item can't be used to process a variety of applications in

its currant design or configuration; or,

(2) The item can be used only as an integral part of higher order
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system that isn't itself an PSG-70.

c. FSG-70 Software. Software provided by the manufacturer (vendor)

of the coiwrcial off-the-shelf devices that hasn't been designed,

redesigned, or supplemented for a particular application. Examples are

executive, compiler, and some diagnostic programs. For a detailed

definition, see AFit 300-2, attachment 2, paragraph 21(l). Any software

that satisfies unique design requirements of a particular major system

applicat 4 on (that is, operational software) is excluded.

d. Non-FSG-70 Software. Commercial software that has been designed,

redesigned, or supplemented for a specific application.

7-3. Policy:.

a. FSG-70 and non-FSG-70 equlpment including software is

type-designated according to MIL-STD-196.

b. WR-ALC/HMI manages FSG-70 equipment. Non-FSG-70 equipment may be

managed by the applicable SM/IN with the next higher assembly (for

example, non-FSG-70 equipment for an ISF may be managed by the ISY

manager) based upon a decision tree aualysiLs conducted by th6 SK/]I. The

responsible management organization controls and maintains current

required engineering and user documentation. It also manages and obtains

funding for the logistics support and maintenance of assigned equipment.

Logistics support requirements are identified in the applicable major

systems CRISP and 0/S CMP.

c. When a non-FSG-70 no longer satisfies the definition to be

identified as a non-FSG-70 item, management responsibility transfers from

the SM/IN to WR-ALC/MOI. Logistics support and funding requirements for

that item are negotiated. Transfers are on a case-by-case basis according
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AFLCR 523-1. Support agreements and requirements between the losing SM/IN

and WR-ALC/HMI are documented in the Applicable CRISP and O/S CMP. The

updated CRISP and O/S CMP must address funding, documentation, and

timeliness of support. WR-ALC/MHI controls the er~gineering and user

documentation of the transferred equipment. Transferred non-FSG-70

equipment is reclassified as FSG-70 equipment and supported/funded

accordingly. WR-ALC/MMI submits the required DD Forms 61, Request of

Nomenclature.

d. AFALD, before PMRT and the SM/IN, after PIRT, must coordinate with

WR-ALC/MHI and ideatify planning and CRWG meetings to the responsible

equipment management organization. The responsible management

organization provides AFALD or the SM/IN, as appropriate, its logistics

support requirements (for example, documentation requirements). AFALD and

the SM/IN must obtain and ensure inclusion of these logistics support

requirements in tho applicable CRISP, O/S CIP, and contractual documents

applicable to the system being acquired.

e. Before non-FSG-70 equipment is acquired or replaced, management

organizatious must coor4inate with and obtain recomendations from

WR-ALC/MMI. Reconmendations by WR-ALC/MKI must be based on current

inventoried and baselined FSG-70 equipment. Recooosnded FSG-70 equipment

must satisfy the applicable requiresents. The management organization

initiating the request for the WR-ALC/HNI recoumendation will make the

determination whether to accept the recommendation or not. When a

WR-ALC/NKI FSG-70 item is selected as the replacement, Wa-JALC/MI4 must

acquire the replacement (FSG-70) equipment. In this case, WR-ALC/MMI
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controls and maintains the applicable specifications and interface control

documeonts.

f. Procurement requiruments are processed under the acquisition

policies of AR 800-series regulations.

g. Appropriate managers:

(1) Maintain configuration of non-FSG-70 and FSG-70 items

according to AIR 57-4, paragraph 21(2) and (3) and AILCR 57-21, chapters 4

and 5.

(2) Provide support as required by the applicable O/S CHP and

CRISP.

h. Non-FSG-70 and FSG-70 items acquired under AIR 800-series

procedures don't require a Delegation of Procurement Authority (DPA) if

they meet the guidelines in the interim DOD-wide criteria for acquiring

ADPE and ADP services under 10 USC 137 Section III (Armed Forces

Procurement Act) and 40 USC 795 Sectiun III, (the Brooks Act) Attachment 3

or the program manigement directive (PMD) states that a DPA isn't needed.

i. An AFLC Form 75 must prepared and processed through the CPCSB for

FSG-70 software acquisition and changes.

7-4. Concept of Operation:

a. System Acquisitions:

(1) AFALD identifies requirements for commercial vff-the-shelf

equipment to the appropriate management organization, as early as

possible. AFALD also ensures that MIL-STD-196 and DD Form 61 submittals

are contractually required for all equipment. AFALD ensures that design

requirements which qualify equipment/software classification as non-FSG-70

are specifically defined.

96



(2) Non-PSG-70 and PSG-70 equipment organizations:

(a) Program and fund follow-on logistics and engineering

support of assigned items.

(b) Take part in CRWG meetings, formal reviews, data

call@, and audits as directed in APR 800-14.

(c) Take part in equipment testing, as required.

(d) Comply with policies and procedures for CM and

Inventorying item as prescribed in flhapter 11.

(e) Make sure the item's delivered configuration is

current with the manufacturers current revision level.

b. Operational Support. Non-FSG-70 and PSG-70 equipment management

organizations:

(1) Provide support as defined in the applicable CRISP, 0/S C1P,

and this regulation.

(2) Maintain, control, and ensure currency of engineering and

user documentation, hardware, and software. Currency will be to the

degree required by the major system SM/Ill and users. Interface

responsibility for an item is that it satisfies interface control drawings

requirements applicable to that item. The SM/I makes sure the item

satisfies engineering documentation requirements. Software changes that

cross an interface or have an interface impact are approved or disapproved

by tite major system CPCSB or CCB, as apprupriate.

(3) Are members of the CCB/CPCSB for systems that use their item.

(4) Obtain item support. When a vendor will no lunger provide

support for an item, the responsible SM//.M investigates the availablt

alternatives (that is, alternate support sources, acquisition of a
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replacement item, acquisition of spares for the life of the item,

acquisition *hot spare", acquisition of ,tsed functional

components/boards/computers, etc) to provide the necessary support. The

alternative selected must be the most economical and satisfy the item and

system support, engineering documentation, and user documentation

requirements.

(5) Obtain appropriate engineering support.

(6) Identify, define, and document all modifications/changes.

Procedures of this regulation and AFLCR 57-21 apply. S1!Il.s identify and

define all system modifIcation/chaages which affect another IN Item, and

notify that IM. The affected IM must provide recommendations within

applicable time frames (AFLCR 66-15 and O/S CMP) to the S/IIX.

Recommendations address the planning and programing requirements for

accomplishing that item's portion of the modification/change.

(7) Identify on the AFLC Form 775, USAF Class IV Modification

Budgetary Requirement, the requirements for (1) item hardware,

peripherals, and/or software; (2) engineering documentation requirements;

(3) user documentation requirements. SK/Ill provide this information to

non-FSG-70 and FSG-70 managers at the time of APLC Form 775 preparation.

(8) Establish material improvement projects (MIP) to process NDRs

for changes/developments to item hardware and software.

(9) Use the appropriate type of TCTO to announce changes to item

hardware and software configuration items. The TCTO must reference the

vendor's service requirement document and authorize vork to be

accomplished according to the vendor document, if applicable.

(10) Provide technical support and representatives to the CRLG;
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design and technical meetings; and CRISP, O/S CMIP, PhD, etc development

revision.

(11) Advise users of approved vendor modifications/changes to

hardware and software.

(12) Contract for contractor maintenance of spares and

incorporation of contractor-developed improvements/changes to the item or

its components.
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Appendix C: For Comment Draft AFLC COTS Policy, 28 January 1988

COMMERCIAL OFF-THE-SHELF (COTS) COMPUTERS

PERIPHERAL AND SOFTWARE (FSG-70)

1. Scope. This document describes acquisition and support policies and

responsibilities for Comercial Off-The-Shelf computers, associated

peripherals and software. It applies to Mission Critical Computer

Resources procured and managed under the AFR 800 series regulations.

2. Terms Explained:

a. FSG-70 Equipment. Commercial Off-The-Shelf (COTS) devices or a

collective set of COTS devices, regardless of use, size, capacity, or

price, that can be applied to the solution or processing of a variety of

problems or tasks and are not specifically designed, as opposed to

configured, for any specific Mission Critical Computer Resources (MCCR)

application. The H2-1/H2-2 cataloging handbooks, have examples of

equipment included in this category. Commercial Off-The-Shelf devices

satisfy specific system, development or product specification requirements

of a major or less-than-major weapons system, especially support systems.

These devices may or may not be commn with other major systems or MCCR

subsystems of a major system. This definition specifically excludes any

COTS computer resources which have been altered in any manner from the

vendor's commercial version to satisfy a particular application.

b. Non-FSG-70 Equipment. COTS equipment, designed to military

specifications, and/or for a specific application, or that has been

modified to the extent it no longer has commercial application is excluded
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from managemenz as PSG-70 COTS.

c. FSG-70 Software. COTS software that has not been designed,

redesigned, supplemented or iltered in any way for a particular military

application.

d. Non-FSG-70 Software. COTS software that is designed, redesigned,

supplemented or altered in any way for a specific military application.

3. Policy:

a. It is essontial that FSG-70 COTS computer resouxces be correctly

identified/cataloged as outlined in paragraph 2 above. The configuration

of COTS equipment and software is controlled by commercial markets and

independent contractor/vendor action rather than by the Air Force. Prompt

logistics support and maintenance is dependent on maintaining COTS

equipment at the latest revision level. There are three basic elements of

logistics activity associated with FSG-70 COTS computer resources that

must be provided by the appropriate COTS management activity. These are:

(1) Subscription Services. This is a contractual arrangement

with the manufacturer or vendor of acquired COTS equipment and software to

provide for notifications to WR-ALC/MMI, System Program Managers, and

users of changes to acquired COTS.

(2) Acquisition and Implementation of Changes. These are

Engineering Change Orders (ECOs) or Field Change Orders (FCOs) derived

from subscription services.

(3) Operational Support/Maintenance. These elements must be

addressed in the Computer Resources Life Cycle Management Plan (CRLCMP) by

the assigned management activity.

b. AFLC will determine COTS Depot Maintenance Sources of Repair (SOR)
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according to Decision Tree Analysis (DTA) procedures contained in APR

66-7, and Depot Haintenane Interservicing (DMI) procedures contained in

AFLCR 800-30. Technclogy Repair Center (TRC) assignments for items and

equipment determined to be candidates for accomplishment will be made

through the AFLC posture planning process.

c. Unless mission requirements dictate organic support, competitive

commercial practices will be used in maintaining FSG-70 resources. This

entails:

(1) Contracts will specify that hardware and vendor software will

be maintained at the current revision level.

(2) Contract Logistics Support (CLS) contracts will be written in

coordination with users and specify the user's requirements.

(3) When Organizational and Intermediate (0&I) level maintenance

support is included in AFLC contracts it will normally be budgeted and

funded by the using command with funding transferred to AFLC through a

Military Interdepartmental Purchase Request (MIPI, DD FORM 448) to pay for

the contractual work required. AFLC will continve to budget and fund for

depot maintenance logistics support.

(4) Contracts will provide multiple-year coverage specifying

user-defined operational effectiveness levels and penalties when

effectiveness drops below contractect levels of support.

(5) If the system support concept calls for full CLS (O&I, Depot

and Supply), then commercial engineering and technical data will be

acceptable for FSG-70 equipment support. Otherwise, engineering and

technical data will be screened to determine if it is adequate to support

the selected maintenance concept.
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d. Recompetition of FSG-70.

(1) For systems with planned life cycles longer than five years,

recompetition for follow on logistics support and modification contracts

is required by APR 800-35, AF Competition Advocate Program. To provide

the capability to recompete CLS for FSG-70 equipment, the Air Force will

purchase a CLS support package which includes the minimum number of

support resources (e.g., spares, support equipment and data) r3quired to

provide future recompetition of logistics support. This includes complex

long lead type items. Normally, items and materials readily available on

the commercial market will not be included in the CLS support package.

Instead they will be the contractor's responsibility under the CLS

contract, although, maintenance and support concepts may dictate that the

Air Force own spares.

(2) The CLS contract will provide for maintenance of the

established range and quantity of items in the support package. This

includes repair, replenishment, update, calibration as applicable and

general maintenance. In this way, the items in the support package will

be available in the latest configuration to transfer to a succeeding

contractor if another contractor wins the support contract.

e. WR-ALC/NkI, in conjunction with the user, will develop contingency

plans for supporting FSG-70 resources in the event of contractor

non-performance.

f. Unless the mission dictates otherwise, FSG-70 equipment and

software not currently supported by CLS will be phased into a method of

CLS.

g. WR-ALC/NMI will manage FSG-70 resources as defined above.
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Non-FSG-70 resources will be minaged by the applicable weapon system

SPII/IM and cataloged with the next higher assembly. For example,

non-FSG-70 equipment that is part of, or applicable to a NBA or

Integration Support Facility (ISF) will be stocklisted with the NHA stock

class or IST and managed by the applicable weapon system SPM/tM Federal

Supply Class (FSC) residual manager. The SPM/IM controls and maintains

current the required engineering and user documentation. It also managis

and obtains funding for the logistics support and maintenance of assigned

equipment.

h. Changes in Application

(1) Prior to PIMRT, when an FSG-70 COTS item is modified, in any

way so that the item no longer satisfies the definition of FSG-70 COTS or

has been directed in the Program Management Directive (PMD) to the Next

Higher Assembly (NHRA) SPM/IM, management responsibility will be Materiel

Management Acquisition Coded (&KAC) to the MRA SIN/IM. The gaining NRA

SPM/IM will assume control of the engineering and user documentation of

the transferred non-FSG-70 item.

(2) After PIMRT when an FSG-70 COTS item is modified or altered in

any way so that the item no longer satisfies the definition of FSG-70

COTS, management responsibility transfers from Wt-ALC/imI to the neA

SCOS/IM. Support and funding requirements for that item will be negotiated

between WR-ALC/MMI and the gaining SIN/IM on a case-by-case basis in

accordance with AFLCR 523-1, and results will be documented in the

applicable CRLCMP. The updated CRLCQP will include funding, documentation

and timeliness of support. The gaining NRA SPI/IN will assume control of

the engineering and user documentation of the transferred non-FSG-70 item.
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(3) When a non-FSG-70 item no longer satisfies the definition of

a non-FSG-70 item, management transfers from the hUA SPM/IM to WR-ALC/MHI.

Support and funding requirements for that item will be negotiated witth

WR-ALC/M1I on a case-by-case basis in accordance with AFLCR 523-1, and the

results will be documented in the applicable CRLCKP. The updated CRLQ4P

will include funding, documentation, and timeliness of support.

WR-ALC/MKI will assume control of the engineering and user documentation

of the transferred COTS equipment, and will update the CRLQ(P.

i. AFALC (assigned DPML) before PMRT, and the SPM/IM, after PMRT,

will coordinate with and identify FSG-70 COTS. requirements for a

determination of support philosophy by the responsible management

organization (Ref para 3g). This determination will be reviewed at

planning and CRWg meetings and provided to the applicable CRLCOP by the

appropriate management organization, WR-ALC/MMI for PSG-70 COTS and the

applicable SPM/IM for non-PSG-70. The DPHL and the SPM/TY must also

ensure inclusion of these logistics support requirements in the

contractual documents applicable to the system being supported.

J. Before FSG-70 COTS equipment is acquired or replaced, management

organizations will coordinate with and obtain. racomendations from

WR-ALC/MKI. Recommendations by WR-ALC/MMI must be based on current

inventoried and basplined FSG-70 equipment and satisfy requirements. The

managtment organization initiating the request will make the determination

whether to accept the recommendation or not. When a WR-ALC/MKI managed

FSG-70 stocklisted item is selected as the replacement, WR-ALC/MMI will

budget for and acquire the replacement equipment. In this case, WR-ALC/M(I
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controls and manages the logistics support if the FSG-70 equipment only.

The SPM/IN will be responsible for and control application software and

computer interface/integretion requirements and documentation.

k. The SPI/IN will accomplish modification of non-FSG-70 items

according to AFR 57-4 and AFLCI 57-21. All non-FSG-70 modifications must

be identified and distributed using a TCTO in accordance with TO 00-5-15,

paragraph 1-1c. The NHA SPM/I( manager will take necessary action to

ensure continued receipt of substription service bulletins through

contractual action.

1. Dependent on the type of support provided by the comercial

manufacturer, WR-ALC/HMI will maintain configuration of FSG-70 equipment

as follows:

(1) Contractually arrange for notification of revision level

changeý. through subscription services with the FSM-70 COTS manufacturers

or vendors.

(2) When appropriate, budget for modification funding using

procedures of AFLCR 57-21. See paragraph 4i abova.

(3) Programed Depot Level Maintenance (PDLM) or CLS will also

be used as appropriate by WR-ALC/MKI for incorporation of vendor FCOs and

ECOs at the authorized sites for modernization, conversion, or depot level

maintenance or integration of COTS equipment.

(4) Certify that all vendor prepared Service Bulletins

(FCOs/ECOs) satisfy engineering requirements and that those changes

crossing an Interface or having interface impacts are approved or

disapproved by the weapon system and user CCBs and SCCSBs. All vendor

changes will require a system level test and approval before installation.
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Specific procedures for accomplishing this test should be determined

between the weapon system SPl/IM and R-ALW/M41 and included in the

applicable CRLCOP.

a. Non-FSG-70 and FS"-70 general purpose computers as defined in AFR

700-4, Vol UI, paragraph 1-5b(5), which are to be acquired under APR

800-2, AFR 800-14, and DOD-STD-2167 procedures, do not require a

Delegation of Procurement Authority (DPA) if they have bein designated as

MCCR according to procedures in AFR 700-4, Vol 1I, paragraph 3-4b.

n. An AFLC Form 75, Computer Program Configuration Sub-Board Item

Record, will be prepared and processed through the Software Configuration

Control Sub-Board (SCCSB) for COTS software acquisitions and changes.

4. Concept of Operations:

a. System Acquisition:

(1) AFALC (DPfL) will:

(a) Identify requirements for COTS computer equipment and

software to the appropriate management organisation, as early as possible

in the acquisition process. Subsequently, WR-ALC/III will provide the

necessary logistics requirements for new FSG-)O COTS acquisitions.

(b) Ensure that subscription service sublmittals are

contractually required for all equipment.

(c) Ensure that design requirements which qualify equipment

and software classification as non-FSG-70 are specifically defined.

(d) Ensure the SPO maintains configuration of COTS resources

at vendor latest approved revision levels through contractual subscription

service and appropriate contractual logistics support action as necessary

to ensure the revision level of the conmercial manufacturer's or vendor's
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equipment is current at PMRT.

(a) Ensure economy beaefits are realized through equipment

lUfe expectancyr by procuring necessary subscription services and CLS in

multi-year iacrements. Such contract management wiii be transferred to the

supporting comaud after PM1. date for follow on logistics support.

(2) FSG-70 management Organizations will:

(a) Program for and fund follow-on logistics and engineering

support of assigned item.

(b) Take part in formal reviews, data calls, and audits as

directed in AFR 800-14 and this regulation.

(c) Take part in equipment testing as required.

(d) Maintain configuration and current inventory of equipment

and software at vendor's latest approved revision level through

contractual ,ubscription service and appropriate contractual logistics

support action.

b. Operational Support. Non-FSG-70 and FSG-70 management

organizatiouns will:

(1) Provide support as defined in the applicable CRLC(P and this

directive. Provl'j for maintenance of spares, on-site dapot level repair,

Progranme. Depot Level Maintenance (PDLM) ard CLS.

(2) Maintain ha•rduars aud eootware, control changes, and ensure

currency of engineering, covuzxcial, and user documentation, hardware,

software, and int efaces. Currency will be to the degree requir- d by the

weapon system SPM/IM and users. It must be recognized that effective

logistics support from the cogercial manafacturer or vendor may be

provided only for the current comnercial ru~ision level. Currency of
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interface means that the items chinged satisfy irterface control drawing

requirements applicable to that item. The SPM/IM makes sure ths item

satisfies engineering documentation requirements.

(3) Are members of the Ct",B/SCCSBs for systems which use their

item.

(4) Obtain item support. When a vendor no longer provides

support for an item, investigate the available alternatives to provide the

necessary support. That is, identify alternative support sources for

acquisition of high failure components, spares for life of the item, used

functional Louponents, boards and computers or replacement of the item.

The alternative selected must be the most economical, and it must satisfy

the requirements for system support, engineering documentation and user

documentation. When replacement of COTS equipment becomes necessary, the

operating or application software may be affected. The CRLCQP vill

identify the managieant organization that will initiate and integrate the

change, and make the final determination as to what equipment is and is

not acceptable as a replacement.

(5) Identify, define, and document all modifications and changes.

SPH/DJs identify and define all system modifications and changes, and

notify other IMs of modificatiors and changes which affect other I$. The

affected IN muet provide recomendations wlthin time frames specified in

AFLCR 66-15 to the S14/IM, and will address planning and programing

requirements for eccomplishing modification or change of the affected

item.

(6) When Class aV modification action is appropriate, identify

requirements for item hardware, peripherals, software, and engineering and
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user documentation in the appropriate funding documents at the time of

budget preparation. That is, prepare AFLC Form 775 (BP1100) or P Series

Form (BP8300) and AFLC Form 48 to obtain CCB approval of COTS resources

modifications in accordance vith AFR 57-4 and AFLCR 57-21. Vendor

prepared service bulletins uved as 9C00 or COs may be used as

installation instructions for FSG-70 modifications by assigning these a

TCTO and data code number, issue and recession date and authority line.

(7) Establish Materiel Improvement Projects (KIP) to process

Materiel Deficiency Reports (MD.R) and changes/developments to Item

hardware and software.

(8) Use appropriate type of Time Compliance Technical Order

(TCTO) to announce changes to COTS hardware and software configuration

items. The TCTO must reference the vendor service requirement document

and authorize work to be accomplished according to the vendor documents if

applicable.

(9) Provide representatives and technical support to the CWG,

design and technical meetings, and assist in development and updating of

CRLCIP and PMD.

(10) Although budgeting and funding of licensing fees is

considered to be an 06I expenditure, when given sufficient lead time, the

SPIM/U in coordination with the user may assume this responsibility. The

following budgeting abd funding procedures apply for licensing fees of

COTS:

(a) Fund with ZKIC 592TS when acquiring software only.

(b) Fund with Other Procurement (57*3080) when acquiring a
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systea that includes both hardware and software (AFR 172-1, Vol I, Para

10-65).

(c) Funding requirements are included in the annual PO,

ludget Estimate Submission (BES), and the financial plan.

I
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resouroes. A review of the AILCR 800-21 comberoial off-the-shelf (COTS)
policy revealed the support approach for COTS computer resouroes was
similar to the support strategy used for military specified (MIL-SPEC)
equipment and did not address the unique supportability requirements
associated with commercial and oommeroial-type computer resources.

Using the problems noted in the AFLCR 800-21 review, a list of
critical supportability issues was developed, focusing mainly on the
availability of oomeroial contractor logistics support. The review of
the Air Force, Army, and Navy regulations revealed a number of innovative
management and support policies which could be used to resolve the
critical supportability ,issues.

Based on the results of the regulation analysis and reooamended
changes submitted by the AFLC Air Logistics Centers, the policy was
revised to emphasize decentralization of COTS computer resources
management and commercial contractor logistics support.
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